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0 1 E x e c u t i v e  S u m m a r y

S chola ne t T e chnologie s  is  building a  na tiona l-s ca le  digita l e duca tion e cos y s te m  inte nde d to conne ct le a rne rs ,  pa re nts ,  te a che rs ,  s chools ,  gov e rnm e nt,
NG Os ,  bus ine s s e s  a nd funde rs .  A progra m m e  of this  s cope  — s pa nning ide ntity  s y s te m s ,  child da ta ,  s chool ope ra tions ,  pa y m e nts  a nd gov e rnm e nt
inte gra tions  — ca rrie s  r is k s  tha t m us t be  ide ntifie d,  owne d a nd a ctiv e ly  m a na ge d ra the r tha n dis cov e re d a fte r the  fa ct.

T his  R is k  Ma na ge m e nt Fra m e work  s e ts  out how S chola ne t ide ntifie s ,  s core s ,  m itiga te s ,  m onitors  a nd re ports  on ris k  a cros s  the  orga nis a tion a nd its
pla tform .  It is  inte nde d a s  a  liv ing gov e rna nce  docum e nt for the  B oa rd,  m a na ge m e nt te a m ,  pa rtne rs  a nd funde rs  — re v ie we d a nd upda te d a s  the
e cos y s te m  m ov e s  from  Founda tion through Pilot,  S ca le  a nd Na tiona l E cos y s te m  s ta ge s .

T his  fra m e work  de s cribe s  S chola ne t's  r is k  m a na ge m e nt a pproa ch,  ca te gorie s  a nd propos e d m itiga tions .  Unle s s  e x pre s s ly  ide ntifie d a s  com ple te  or v e rifie d,  lis te d
m itiga tions  re pre s e nt pla nne d or in-progre s s  controls ,  not confirm e d ope ra tiona l s ta tus .

0 2 P u r p o s e  &  S c o p e

T he  purpos e  of this  fra m e work  is  to giv e  S chola ne t's  B oa rd,  le a de rs hip te a m ,  pa rtne rs  a nd funde rs  a  s ha re d,  s tructure d v ie w of the  ris k s  fa c ing the
orga nis a tion a nd its  pla tform ,  a nd the  controls  in pla ce  or pla nne d to m a na ge  the m .

It cov e rs  S chola ne t T e chnologie s '  ins titutiona l ope ra tions  in Uga nda ,  its  digita l pla tform  a nd te chnica l infra s tructure ,  its  s ta k e holde r e cos y s te m  ( le a rne rs ,
pa re nts ,  te a che rs ,  s chools ,  gov e rnm e nt,  NG Os ,  bus ine s s e s ,  s chola rs hip prov ide rs  a nd funde rs ) ,  a nd its  funding a nd pa rtne rs hip a ctiv itie s .  It a pplie s  a t
e v e ry  im ple m e nta tion s ta ge  — Founda tion,  Pilot,  S ca le  a nd Na tiona l E cos y s te m .

8
R I S K  C A T E G O R I E S

5
G O V E R N A N C E  R O L E S

4
I M P L E M E N T A T I O N  S T A G E S

S t r a t e g i c  &  M a r k e t F i n a n c i a l  &  F u n d i n g T e c h n o l o g y  &  C y b e r s e c u r i t y D a t a  P r o t e c t i o n  &  S a f e g u a r d i n g L e g a l  &  R e g u l a t o r y

O p e r a t i o n a l  &  D e l i v e r y P a r t n e r s h i p  &  R e p u t a t i o n a l P e o p l e  &  C a p a c i t y
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0 3 R i s k  M a n a g e m e n t  A p p r o a c h

S chola ne t m a na ge s  ris k  through a  continuous  cy cle  ra the r tha n a  one -tim e  a s s e s s m e nt.  E a ch ris k  is  ide ntifie d,  s core d,  a s s igne d a n owne r,  m itiga te d whe re
pra ctica l,  a nd m onitore d on a n ongoing ba s is ,  with form a l re v ie w a t de fine d inte rv a ls .

1 I D E N T I F Y 2 A S S E S S 3 A S S I G N  O W N E R 4 M I T I G A T E 5 M O N I T O R 6 R E V I E W  &  R E P O R T

R is k s  a re  ide ntifie d from  m ultiple  s ource s :  pla tform  a rchite cture  a nd s e curity  re v ie w,  s chool a nd pilot de ploy m e nt fe e dba ck ,  pa rtne r a nd funde r due
dilige nce ,  le ga l a nd re gula tory  m onitoring,  a nd B oa rd a nd m a na ge m e nt judge m e nt.  Ne w ris k s  m a y  be  ra is e d by  a ny  te a m  m e m be r,  pa rtne r or s ta k e holde r
a t a ny  tim e  — the  cy cle  is  not lim ite d to s che dule d re v ie ws .

0 4 R i s k  A p p e t i t e

S chola ne t's  r is k  a ppe tite  is  de libe ra te ly  cons e rv a tiv e  in a re a s  inv olv ing childre n's  da ta ,  s a fe gua rding,  a nd public  c la im s  a bout funding,  s ca le  or
pa rtne rs hips  — a nd m ore  tole ra nt of ca lcula te d ris k  in product e x pe rim e nta tion,  te chnology  choice s  a nd m a rk e t a pproa ch whe re  fa ilure  is  re cov e ra ble  a nd
doe s  not e x pos e  le a rne rs  or ins titutiona l cre dibility  to ha rm .

L o w  t o le r a n c e :  child da ta  e x pos ure ,  s a fe gua rding fa ilure s ,  m is re pre s e nting
funding or pa rtne rs hips  a s  s e cure d/form a l be fore  the y  a re ,  non-com plia nce  with
the  Uga nda  Da ta  Prote ction Act.

H i g h e r  t o le r a n c e :  pha s e d/ite ra tiv e  te chnology  rollout,  piloting with a  lim ite d
s chool s e t be fore  na tiona l s ca le ,  te s ting ne w s us ta ina bility  m ode ls  be fore
com m itting a t s ca le .
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0 5 G o v e r n a n c e  &  O w n e r s h i p

R is k  owne rs hip s its  with na m e d role s  ra the r tha n be ing tre a te d a s  a  s ha re d,  unowne d re s pons ibility .  E a ch ris k  ca te gory  ha s  a  de s igna te d owne r
a ccounta ble  for m onitoring e x pos ure  a nd progre s s ing m itiga tion;  unre s olv e d or e s ca la ting ris k s  a re  brought to the  E x e cutiv e  C ha irm a n a nd,  whe re
m a te ria l,  to the  B oa rd.

R O L E R I S K  A C C O U N T A B I L I T Y

E x e c u t i v e  C h a i r m a n Ov e ra ll r is k  ov e rs ight;  s tra te gic ,  funding a nd re puta tiona l r is k ;  fina l e s ca la tion point;  re pre s e nts  S chola ne t to pa rtne rs ,  funde rs  a nd
gov e rnm e nt on ris k -s e ns itiv e  m a tte rs .

L e g a l  D i r e c t o r Le ga l,  re gula tory  a nd com plia nce  ris k ;  da ta  prote ction a nd s a fe gua rding policy ;  contra ct a nd pa rtne rs hip ris k  re v ie w;  incorpora tion a nd
corpora te -s tructure  m a tte rs .

T e c h n i c a l  D i r e c t o r T e chnology ,  cy be rs e curity ,  pla tform  a rchite cture  a nd da ta -infra s tructure  ris k ;  s y s te m  inte rope ra bility  with gov e rnm e nt pla tform s
(E MIS ,  UNE B ,  NIR A) ;  te chnica l due  dilige nce  for pa rtne rs .

R i s k  &  G o v e r n a n c e  C o m m i t t e e Pe riodic  re v ie w of the  full r is k  re gis te r;  e s ca la tion tria ge ;  e ns ure s  no ca te gory  is  le ft without a n a ctiv e  owne r;  re com m e nds  cha nge s  to
this  fra m e work .

S c h o o l  / P i lo t  L e a d s Front-line  ide ntifica tion of ope ra tiona l a nd de liv e ry  r is k  during onboa rding a nd pilot de ploy m e nt;  firs t point of e s ca la tion from  the  fie ld.

R is k  owne rs hip doe s  not im ply  the  na m e d role  pe rs ona lly  re s olv e s  e v e ry  r is k  — it m e a ns  tha t role  is  a ccounta ble  for e ns uring the  ris k  is  tra ck e d,  m itiga te d,  a nd
re porte d until c los e d or form a lly  a cce pte d.
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0 6 R i s k  S c o r i n g  M e t h o d o l o g y

E a ch ris k  is  s core d on two dim e ns ions  — L i k e l i h o o d  (how proba ble  the  ris k  is  to occur)  a nd I m p a c t  (how s e v e re  the  cons e que nce  would be  if it did)  —
e a ch ra te d 1  to 5 .  T he  two s core s  com bine  into a  s ingle  s e v e rity  tie r tha t de te rm ine s  how urge ntly  the  ris k  is  m a na ge d a nd how ofte n it is  re v ie we d.

I M P A C T  �

L I K E L I H O O D  � 1  ·  M i n i m a l 2  ·  M i n o r 3  ·  M o d e r a t e 4  ·  M a jo r 5  ·  S e v e r e

5  ·  A lm o s t  c e r t a i n Me d High High C r i t i c a l C r i t i c a l

4  ·  L i k e ly Low Me d High High C r i t i c a l

3  ·  P o s s i b le Low Me d Me d High High

2  ·  U n l i k e ly Low Low Me d Me d High

1  ·  R a r e Low Low Low Me d Me d

L o w  — m o n i t o r  a t  r o u t i n e  r e v i e w M e d i u m  — a c t i v e  m i t i g a t i o n  p l a n H i g h  — o w n e r  r e p o r t s  m o n t h l y

C r i t i c a l  — i m m e d i a t e  e s c a l a t i o n  t o  C h a i r m a n /B o a r d

S e v e rity  tie rs  a re  re -a s s e s s e d a t e v e ry  re v ie w cy cle  — a  ris k 's  s core  ca n m ov e  up or down a s  m itiga tions  ta k e  e ffe ct or c ircum s ta nce s  cha nge .  S core s  a re
judge m e nt-ba s e d,  inform e d by  whoe v e r owns  the  ris k  a nd,  whe re  re le v a nt,  te chnica l or le ga l re v ie w.
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0 7 S t r a t e g i c  &  M a r k e t  R i s k s

R is k s  re la ting to whe the r S chola ne t's  e cos y s te m  m ode l is  a dopte d a t the  s ca le  re quire d to re a ch its  1 . 5 M le a rne r / 4 8 , 0 0 0  ins titution pla nning ta rge ts ,  a nd
whe the r the  pla tform  s ta y s  a ligne d with the  e nv ironm e nt it ope ra te s  in.

R I S K D E S C R I P T I O N S E V E R I T Y M I T I G A T I O N

S low ins titutiona l a doption S chools  a nd ins titutions  a re  s low to onboa rd,  unde rm ining
the  na tiona l-s ca le  e cos y s te m  m ode l a nd its  pla nning
ta rge ts .

H i g h Pha s e d Founda tion �  Pilot �  S ca le  rollout;  e a rly  proof points
with a  lim ite d,  we ll-s upporte d s chool s e t be fore  wide r
e x pa ns ion.

E cos y s te m  m ode l com ple x ity An e ight-s ta k e holde r-group m ode l ( le a rne rs ,  pa re nts ,
te a che rs ,  s chools ,  bus ine s s e s ,  gov e rnm e nt,  NG Os ,  funde rs )
is  ha rde r to de liv e r a nd com m unica te  tha n a  s ingle -purpos e
product.

M e d i u m S e que nce d de liv e ry  — core  le a rne r/s chool/pa re nt m odule s
firs t;  othe r s ta k e holde r s e rv ice s  pha s e d in once  founda tions
a re  prov e n.

C om pe ting or ov e rla pping pla tform s G ov e rnm e nt,  NG O or com m e rcia l pla tform s  a ddre s s ing
s im ila r proble m s  re duce  diffe re ntia tion or duplica te  e ffort.

M e d i u m Alignm e nt with MoE S  Digita l Age nda  a nd e x is ting s y s te m s
(E MIS ,  UNE B ,  NIR A)  pos itions  S chola ne t a s  com ple m e nta ry
infra s tructure  ra the r tha n a  com pe ting s y s te m .

Policy  or e duca tion-s e ctor s hift C ha nge s  in na tiona l e duca tion policy ,  curriculum  or
gov e rnm e nt digita l-infra s tructure  prioritie s  a lte r the
e nv ironm e nt S chola ne t is  de s igne d for.

L o w Ongoing e nga ge m e nt with MoE S  a nd gov e rnm e nt
s ta k e holde rs ;  pla tform  a rchite cture  built for configura bility
ra the r tha n fix e d a s s um ptions .

S chola ne t T e chnologie s  — R is k  Ma na ge m e nt Fra m e work Pa ge  6
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0 8 F i n a n c i a l  &  F u n d i n g  R i s k s

S chola ne t's  funding fra m e work  s pa ns  a n initia l UG X  1  billion m obilis a tion m ile s tone  up to a  UG X  2 5 0 –3 5 0  billion fiv e -y e a r pla nning e nv e lope .  R is k s  he re
conce rn whe the r re s ource s  a re  s e cure d,  a lloca te d a nd a ccounte d for re s pons ibly  a t e a ch s ta ge .

R I S K D E S C R I P T I O N S E V E R I T Y M I T I G A T I O N

Initia l m obilis a tion s hortfa ll T he  UG X  1  billion firs t-m ile s tone  ta rge t is  not re a che d,
de la y ing pla tform  de v e lopm e nt,  infra s tructure  a nd e a rly
de ploy m e nt.

H i g h Div e rs ifie d funding pa thwa y s  — s ubs criptions ,  gra nts ,
pa rtne rs hips ,  donor s upport — ra the r tha n re lia nce  on a
s ingle  funding s ource .

Funding ple dge d v s  re ce iv e d ga p Ple dge d or com m itte d funds  a re  not conv e rte d into
re ce iv e d,  s pe nda ble  funds  on the  tim e line  a s s um e d in
pla nning.

H i g h Funding tra ns pa re ncy  fra m e work  dis tinguis hing Ple dge d /
C om m itte d / R e ce iv e d / S pe nt-Alloca te d a t a ll tim e s ;  no
proje cte d funding tre a te d a s  a v a ila ble .

C os t ov e rrun v s  indica tiv e  pla nning
figure s

Actua l pla tform  e ngine e ring,  infra s tructure ,  s e curity  a nd
onboa rding cos ts  e x ce e d indica tiv e  pla nning figure s .

M e d i u m C os ting v a lida te d through te chnica l,  fina ncia l a nd
im ple m e nta tion due  dilige nce  be fore  com m itm e nts  a re
m a de  a ga ins t it.

C urre ncy  &  m a croe conom ic  e x pos ure UG X  v ola tility  or infla tion a ffe cts  the  re a l v a lue  of m ulti-y e a r
funding e nv e lope s  a nd pa rtne r com m itm e nts .

M e d i u m Pla nning figure s  re v ie we d pe riodica lly ;  whe re  pra ctica l,
funding a gre e m e nts  a ccount for e x cha nge  a nd infla tion
e x pos ure .

Pre m a ture  re pre s e nta tion of funding
a s  s e cure d

Indica tiv e  or ta rge t funding figure s  a re  m is ta k e n for,  or
pre s e nte d a s ,  funds  a lre a dy  re ce iv e d.

H i g h S ta nding rule :  no proje cte d or re que s te d funding is  e v e r
pre s e nte d a s  m one y  a lre a dy  re ce iv e d,  in a ny  e x te rna l
com m unica tion.

S chola ne t T e chnologie s  — R is k  Ma na ge m e nt Fra m e work Pa ge  7
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0 9 T e c h n o l o g y  &  C y b e r s e c u r i t y  R i s k s

S chola ne t's  pla tform  is  offline -firs t,  s pa ns  we b a nd future  m obile  a cce s s  unde r one  ide ntity  s y s te m ,  a nd is  de s igne d to inte gra te  with na tiona l s y s te m s
including E MIS ,  UNE B ,  NIR A,  the  NT C  te a che r re gis try  a nd m obile  m one y  prov ide rs .  T his  cre a te s  a  wide  te chnica l s urfa ce  a re a  to s e cure  a nd k e e p re lia ble .

R I S K D E S C R I P T I O N S E V E R I T Y M I T I G A T I O N

Da ta  bre a ch / una uthoris e d a cce s s Le a rne r,  pa re nt,  te a che r or ins titutiona l da ta  is  a cce s s e d
without a uthoris a tion,  inc luding v ia  a  com prom is e d third-
pa rty  inte gra tion.

C r i t i c a l AE S -2 5 6  e ncry ption,  role -ba s e d a cce s s  control,
a uthe ntica tion ha rde ning,  a nd s e curity  re v ie w be fore  a ny
production inte gra tion goe s  liv e .

Offline -s y nc da ta  conflicts Diffe re ntia l s y nc a cros s  offline -firs t s chool de ploy m e nts
produce s  conflicting or corrupte d re cords .

M e d i u m C onflict-re s olution logic  te s te d in pilot de ploy m e nts  be fore
wide r rollout;  a udit logging on a ll re cord cha nge s .

T hird-pa rty  / gov e rnm e nt inte gra tion
fa ilure

De pe nde ncy  on E MIS ,  UNE B ,  NIR A,  NT C  or m obile -m one y
APIs  tha t a re  una v a ila ble ,  cha nge d,  or de la y e d on the
prov ide r s ide .

H i g h E x plic it Ye a r-1 -v s -de fe rre d s coping pe r inte gra tion;  pla tform
functions  inde pe nde ntly  whe re  a n inte gra tion is  not y e t liv e .

Pla tform  downtim e  a t s ca le B a ck e nd infra s tructure  doe s  not hold up unde r na tiona l-
s ca le  concurre nt us a ge  ( ta rge t:  1 . 5 M+  le a rne rs ) .

H i g h Progre s s iv e  s ca ling through Pilot a nd S ca le  s ta ge s  ra the r
tha n a  s ingle  na tiona l la unch;  m onitoring a nd ba ck up
s y s te m s  built into core  a rchite cture .

Pa y m e nt proce s s ing not y e t
production-re a dy

Liv e  pa y m e nt proce s s ing (e . g.  DPO Pa y )  re quire s  m e rcha nt
a pprov a l a nd production cre de ntia ls  not y e t in pla ce .

M e d i u m Pa y m e nt fe a ture s  a re  not re pre s e nte d a s  liv e  until
m e rcha nt a pprov a l a nd production cre de ntia ls  a re
confirm e d.

R e s pons ible -AI m is us e AI fe a ture s  a re  us e d in wa y s  tha t re pla ce ,  ra the r tha n
s upport,  hum a n e duca tiona l or s a fe gua rding de cis ions .

M e d i u m AI us e  is  s cope d to tra ns pa re ncy ,  hum a n ov e rs ight,  fa irne s s
a nd a ccounta bility ;  ne v e r a  s ubs titute  for s a fe gua rding
de cis ions .

S chola ne t T e chnologie s  — R is k  Ma na ge m e nt Fra m e work Pa ge  8
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1 0 D a t a  P r o t e c t i o n ,  P r i v a c y  &  C h i l d  S a f e g u a r d i n g  R i s k s

B e ca us e  S chola ne t ope ra te s  in a n e duca tion e nv ironm e nt inv olv ing childre n,  this  ca te gory  ca rrie s  the  orga nis a tion's  lowe s t r is k  tole ra nce .  It gov e rns
le a rne r inform a tion,  the  one -pa re nt-a ccount m ode l,  e a rly -y e a rs  s a fe gua rding,  a nd a ny  a uthoris e d m onitoring or da ta  s ha ring with s chools ,  gov e rnm e nt or
NG Os .

R I S K D E S C R I P T I O N S E V E R I T Y M I T I G A T I O N

Una uthoris e d e x pos ure  of le a rne r
da ta

Le a rne r re cords  (a ca de m ic ,  a tte nda nce ,  he a lth/e m e rge ncy ,
dis c iplina ry )  a re  e x pos e d to pa rtie s  without a  le gitim a te ,
a uthoris e d ba s is .

C r i t i c a l R ole -ba s e d a cce s s ,  da ta  m inim is a tion,  cons e nt controls ,  a nd
Uga nda  Da ta  Prote ction Act-a ligne d gov e rna nce  a cros s
s tude nt/pa re nt/ins titution/s ta te  da ta  tie rs .

NG O or third-pa rty  a cce s s  to priv a te
le a rne r da ta

Aggre ga te d da ta  inte nde d for progra m m e  pla nning is  us e d
to ide ntify  or profile  indiv idua l le a rne rs  without
a uthoris a tion.

H i g h S ta nding rule :  priv a te  le a rne r inform a tion is  not
a utom a tica lly  a v a ila ble  to NG Os ;  gov e rnm e nt/NG O a cce s s  is
lim ite d to a ppropria te ly  gov e rne d,  a ggre ga te d inte llige nce .

E a rly -y e a rs  s a fe gua rding ga ps Pa re nt-m onitoring or re m ote -e nga ge m e nt fe a ture s  a re
m is us e d,  or ins uffic ie ntly  prote ct y ounge r le a rne rs .

H i g h C hild s a fe gua rding tre a te d a s  a  core  de s ign principle  for
e a rly -y e a rs  le a rne rs ,  not a n a dd-on;  s a fe gua rding re v ie w
built into fe a ture  de s ign.

C ros s -borde r da ta  ha ndling (S outh
S uda n de ploy m e nt)

Da ta  gov e rna nce  re quire m e nts  diffe r be twe e n Uga nda  a nd
S outh S uda n de ploy m e nts  (e . g.  S AADO E duT ra ck ) ,  cre a ting
com plia nce  ga ps .

M e d i u m Juris diction-s pe cific  da ta  gov e rna nce  re v ie w be fore  a ny
cros s -borde r de ploy m e nt goe s  liv e .

Dis pla ce d / v ulne ra ble  le a rne r da ta
ha ndling

C ros s -s chool tra ns fe r of dis pla ce d s tude nts '  re cords  (PLT -ID
m igra tion)  e x pos e s  s e ns itiv e  c ircum s ta nce s  ina ppropria te ly .

H i g h C ontrolle d tra ns fe r work flow with a uthoris a tion che ck s ;
" unk nown/une x pla ine d"  de pa rture s  fla gge d for re v ie w
ra the r tha n e x pos e d broa dly .

Any  us e  of le a rne r inform a tion m us t re m a in s ubje ct to a pplica ble  priv a cy ,  s a fe gua rding,  a uthoris a tion a nd da ta -gov e rna nce  re quire m e nts  — this  is  a  non-ne gotia ble
cons tra int on e v e ry  fe a ture ,  not a  ta rge t to be  ba la nce d a ga ins t de liv e ry  s pe e d.
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1 1 L e g a l ,  R e g u l a t o r y  &  C o m p l i a n c e  R i s k s

S chola ne t T e chnologie s  holds  re gis te re d IP a nd tra de m a rk  prote ctions  a nd ope ra te s  through a  de fine d corpora te  s tructure .  T his  ca te gory  cov e rs  r is k s  to
tha t le ga l s ta nding,  to re gula tory  com plia nce ,  a nd to S chola ne t's  a bility  to ope ra te  a s  re pre s e nte d.

R I S K D E S C R I P T I O N S E V E R I T Y M I T I G A T I O N

Uga nda  Da ta  Prote ction Act non-
com plia nce

Pla tform  da ta  ha ndling fa lls  s hort of Uga nda  Da ta  Prote ction
Act re quire m e nts  a s  the  pla tform  s ca le s .

H i g h Da ta  gov e rna nce  built a round Uga nda  Da ta  Prote ction Act-
a ligne d tie rs  from  a rchite cture  s ta ge ,  re v ie we d a s  s ca le
incre a s e s .

IP / tra de m a rk  dis pute s S chola ne t's  re gis te re d tra de m a rk  (C la s s e s  9 ,  4 1 ,  4 2 )  or
pla tform  IP is  infringe d,  or S chola ne t ina dv e rte ntly  infringe s
a nothe r pa rty 's  r ights .

L o w T ra de m a rk  file d a nd re gis te re d;  IP holde r (S chola ne t
T e chnologie s )  k e pt le ga lly  dis tinct from  the  ope ra ting
e ntity .

C orpora te  s tructure  / e ntity  confus ion Am biguity  be twe e n S chola ne t T e chnologie s  ( IP/tra de m a rk
holde r)  a nd its  ope ra ting com pa ny  cre a te s  le ga l or
contra ctua l confus ion with pa rtne rs .

M e d i u m C le a r,  docum e nte d s e pa ra tion of role s  be twe e n the  IP-
holding e ntity  a nd the  ope ra ting com pa ny  in a ll form a l
a gre e m e nts .

C ros s -juris diction com plia nce  (S outh
S uda n)

De ploy m e nts  outs ide  Uga nda  (e . g.  S AADO E duT ra ck )  a re
s ubje ct to diffe re nt le ga l a nd re gula tory  re gim e s .

M e d i u m Juris diction-s pe cific  le ga l re v ie w be fore  form a l de ploy m e nt
in a ny  a dditiona l country .

S chool a dm is s ion/tra ns fe r policy
ov e rride

Pla tform  work flows  a re  pe rce iv e d to ov e rride  a n indiv idua l
ins titution's  own a dm is s ion or tra ns fe r polic ie s .

L o w S ta nding rule :  S chola ne t doe s  not ov e rride  indiv idua l
ins titution a dm is s ion or tra ns fe r polic ie s  — work flows
s upport,  not re pla ce ,  ins titutiona l a uthority .
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1 2 O p e r a t i o n a l  &  D e l i v e r y  R i s k s

R is k s  to S chola ne t's  a bility  to a ctua lly  de ploy ,  onboa rd a nd s upport s chools ,  te a che rs  a nd pa re nts  a t the  pa ce  a nd qua lity  the  e cos y s te m  m ode l re quire s  —
s pa nning the  Founda tion,  Pilot,  S ca le  a nd Na tiona l E cos y s te m  s ta ge s .

R I S K D E S C R I P T I O N S E V E R I T Y M I T I G A T I O N

R ura l conne ctiv ity  &  infra s tructure
ga ps

S chools  outs ide  c itie s  a nd towns  la ck  re lia ble  conne ctiv ity ,
lim iting the  e ffe ctiv e  re a ch of the  pla tform .

H i g h Offline -firs t a rchite cture  with diffe re ntia l s y nc de s igne d
s pe cifica lly  to re duce  de pe nde ncy  on cons ta nt conne ctiv ity .

S chool onboa rding ca pa city T he  te a m 's  onboa rding ca pa city  ca nnot k e e p pa ce  with the
4 8 , 0 0 0 -ins titution pla nning ta rge t without a de qua te
s ta ffing.

H i g h Progre s s iv e  s ca ling — Pilot be fore  S ca le  — with onboa rding
ca pa city  built up in s te p with v e rifie d de m a nd,  not a he a d of
it.

Fe e -link e d re port re le a s e
m is configura tion

Autom a te d fe e -link e d re port/re ce ipt re le a s e  logic  (S chool
C MS )  is  m is configure d,  wrongly  withholding or re le a s ing
s tude nt re cords .

M e d i u m Adm in m a nua l ov e rride  a lwa y s  a v a ila ble  with a  logge d
re a s on;  thre s hold configura tion te s te d in pilot be fore  wide r
rollout.

T e a che r/s chool conte nt qua lity
v a ria nce

C onte nt cre a te d through T e a che r S tudio v a rie s  wide ly  in
qua lity ,  a ffe cting le a rne r outcom e s  a nd pla tform  cre dibility .

M e d i u m C onte nt re v ie w a nd publis hing work flow (cre a te  �  publis h �
a cce s s /purcha s e )  ra the r tha n unm ode ra te d dire ct
publis hing.

Mobile  a pp de pe nde ncy  on a pp-s tore
a pprov a l

Mobile  a v a ila bility  is  de la y e d by ,  or de pe nde nt on,
Apple /G oogle  a pp-s tore  re v ie w a nd publica tion tim e line s .

L o w Android/iOS  a v a ila bility  is  only  re pre s e nte d a s  liv e  a fte r
offic ia l publica tion on the  re le v a nt a pp s tore s .
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1 3 P a r t n e r s h i p ,  F u n d i n g - C l a i m s  &  R e p u t a t i o n a l  R i s k s

S chola ne t's  cre dibility  with gov e rnm e nt,  funde rs  a nd ins titutiona l pa rtne rs  de pe nds  on ne v e r ov e rs ta ting wha t ha s  a ctua lly  be e n a chie v e d,  s e cure d or
a gre e d.  T his  ca te gory  m a na ge s  the  ris k  of pre m a ture  or ina ccura te  public  c la im s .

R I S K D E S C R I P T I O N S E V E R I T Y M I T I G A T I O N

Pre m a ture  pa rtne rs hip
a nnounce m e nts

An orga nis a tion is  public ly  ide ntifie d a s  a  S chola ne t pa rtne r
or funde r be fore  a  form a l re la tions hip is  confirm e d.

H i g h S ta nding rule :  no orga nis a tion is  re pre s e nte d a s  a  funding
pa rtne r unle s s  a  form a l re la tions hip ha s  be e n e s ta blis he d;
public  ide ntifica tion only  a fte r confirm a tion.

Pla nning ta rge ts  m is ta k e n for
a chie v e m e nts

Pla nning ta rge ts  (1 . 5 M le a rne rs ,  4 8 , 0 0 0  ins titutions ,  2 8 , 0 0 0
te a che r opportunitie s )  a re  re a d or re porte d a s  curre nt
e nrolm e nt or a chie v e d im pa ct.

H i g h All pla nning figure s  a re  e x plic itly  la be lle d a s  ta rge ts ,  not
curre nt a chie v e m e nts ,  in e v e ry  e x te rna l docum e nt.

Im pa ct c la im s  publis he d be fore
v e rifica tion

Im pa ct or outcom e  figure s  a re  publis he d be fore  the y  ha v e
be e n m e a s ure d a nd v e rifie d.

M e d i u m Actua l im pa ct figure s  a re  only  publis he d once  m e a s ure d
a nd v e rifie d a ga ins t the  de fine d indica tor s e t.

S chola ne t Founda tion re pre s e nte d
pre m a ture ly

T he  future  S chola ne t Founda tion is  re fe rre d to a s  a n
e s ta blis he d NG O or le ga l e ntity  be fore  form a l re gis tra tion.

M e d i u m T he  Founda tion is  not pre s e nte d a s  a n e s ta blis he d e ntity
until form a lly  cre a te d a nd re gis te re d a s  a pplica ble .

Procure m e nt / contra ct e x pe cta tion
m is m a tch

B us ine s s e s  or s upplie rs  on the  B us ine s s  Porta l a s s um e  R FQ
pa rtic ipa tion gua ra nte e s  a  contra ct or a wa rd.

L o w S ta nding rule :  S chola ne t doe s  not gua ra nte e  contra cts  or
procure m e nt a wa rds  through the  pla tform .
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1 4 P e o p l e  &  C a p a c i t y  R i s k s

S chola ne t's  le a de rs hip a nd de liv e ry  ca pa city  is  conce ntra te d in a  s m a ll core  te a m .  K e y -pe rs on de pe nde ncy  a nd hiring pa ce  a re  m a na ge d a s  a n e x plic it r is k ,
not le ft im plic it.

K e y - p e r s o n  d e p e n d e n c y H i r i n g  p a c e  v s .  s c a l e  t a r g e t s T e c h n i c a l /l e g a l  c a p a c i t y  g a p s V o l u n t e e r /c o n t r a c t o r  r e l i a n c e

Mitiga tion:  docum e nte d gov e rna nce  role s  (S e ction 0 5 )  s o a ccounta bility  doe s  not re s t on a ny  one  indiv idua l a lone ;  pha s e d hiring a ligne d to the  Founda tion
�  Pilot �  S ca le  �  Na tiona l E cos y s te m  s ta ge s  ra the r tha n front-loa de d com m itm e nts  the  orga nis a tion ca nnot y e t s upport.

1 5 C o n s o l i d a t e d  R i s k  R e g i s t e r  — T o p  R i s k s

R I S K C A T E G O R Y S E V E R I T Y O W N E R S T A T U S

Una uthoris e d e x pos ure  of le a rne r da ta Da ta  Prote ction C r i t i c a l T e chnica l Dire ctor C ontrols  in de s ign

Da ta  bre a ch / una uthoris e d a cce s s C y be rs e curity C r i t i c a l T e chnica l Dire ctor C ontrols  in de s ign

Initia l m obilis a tion s hortfa ll (UG X  1 B ) Fina ncia l H i g h E x e cutiv e  C ha irm a n Activ e ly  m itiga te d

S low ins titutiona l a doption S tra te gic H i g h E x e cutiv e  C ha irm a n Activ e ly  m itiga te d

Pre m a ture  pa rtne rs hip a nnounce m e nts R e puta tiona l H i g h Le ga l Dire ctor S ta nding policy  in force

R ura l conne ctiv ity  &  infra s tructure  ga ps Ope ra tiona l H i g h T e chnica l Dire ctor Archite cture  m itiga te s

S chool onboa rding ca pa city Ope ra tiona l H i g h S chool/Pilot Le a ds Monitore d a t Pilot s ta ge

Uga nda  Da ta  Prote ction Act non-com plia nce Le ga l H i g h Le ga l Dire ctor C ontrols  in de s ign

T his  is  a  s um m a ry  v ie w of the  highe s t-s e v e rity  r is k s  only .  T he  com ple te  re gis te r — including Me dium  a nd Low s e v e rity  ite m s  from  S e ctions  0 7 –1 4  — is  m a inta ine d
a nd re v ie we d in full a t e a ch gov e rna nce  cy c le .
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1 6 M o n i t o r i n g ,  R e v i e w  &  E s c a l a t i o n

1 .  Q u a r t e r ly  r e v i e w :  the  R is k  &  G ov e rna nce  C om m itte e  re v ie ws  the  full r is k  re gis te r e v e ry  qua rte r,  re -s coring lik e lihood a nd im pa ct a nd confirm ing owne rs .

2 .  M o n t h ly  r e p o r t i n g  f o r  H i g h /C r i t i c a l  r i s k s :  owne rs  of High- a nd C ritica l-s e v e rity  r is k s  re port s ta tus  a nd m itiga tion progre s s  m onthly .

3 .  I m m e d i a t e  e s c a la t i o n :  a ny  ris k  tha t m ov e s  to C ritica l,  or a ny  ne w s a fe gua rding,  da ta -bre a ch or funding-m is re pre s e nta tion ris k ,  is  e s ca la te d to the  E x e cutiv e
C ha irm a n im m e dia te ly  — not he ld for the  ne x t s che dule d re v ie w.

4 .  S t a g e - g a t e  r e v i e w :  the  re gis te r is  re v ie we d in full a t e a ch tra ns ition be twe e n im ple m e nta tion s ta ge s  (Founda tion �  Pilot �  S ca le  �  Na tiona l E cos y s te m ) .

5 .  P a r t n e r  &  f u n d e r  v i s i b i l i t y :  a  s um m a ry  v ie w of this  fra m e work  m a y  be  s ha re d with pa rtne rs  a nd funders  a s  pa rt of due  dilige nce ,  cons is te nt with S chola ne t's
tra ns pa re ncy  com m itm e nts .

1 7 D o c u m e n t  C o n t r o l

V e r s i o n 1 . 0 S t a t u s G ov e rna nce  &  B oa rd R e s ource

P r e p a r e d  f o r S chola ne t T e chnologie s  — B oa rd,  m a na ge m e nt a nd pa rtne rs N e x t  r e v i e w Qua rte rly ,  or a t ne x t s ta ge -ga te

S C H O L A N E T  T E C H N O L O G I E S

www. s chola ne t. ug wa . m e /2 5 6 7 4 4 4 1 2 1 8 1

YouT ube :  @ S C HOLANE T T E C HNOLOG IE S Link e dIn:  s chola ne t-te chnologie s

twitte r. com /s chola ne t fa ce book . com /s chola ne t

ins ta gra m . com /s chola ne t tik tok . com /@ s chola ne t

I m p o r t a n t  D i s c la i m e r :  T his  R is k  Ma na ge m e nt Fra m e work  de s cribe s  S chola ne t's  r is k  m a na ge m e nt a pproa ch,  ca te gorie s ,  s e v e rity  a s s e s s m e nts  a nd propos e d or in-progre s s  m itiga tions .  Unle s s
e x pre s s ly  ide ntifie d a s  im ple m e nte d,  v e rifie d or a chie v e d,  lis te d controls  a nd m itiga tions  re pre s e nt pla nne d or in-progre s s  m e a s ure s ,  not confirm e d ope ra tiona l s ta tus .  S e v e rity  ra tings  a re  judge m e nt-
ba s e d a nd s ubje ct to cha nge  a t e a ch re v ie w cy cle .  T his  docum e nt doe s  not cons titute  le ga l,  fina ncia l or re gula tory  a dv ice  a nd s hould be  re a d a longs ide  S chola ne t's  Ins titutiona l Profile  a nd a pplica ble
gov e rna nce  polic ie s .

C o n n e c t in g  E d u c a t io n .  C r e a t in g  O p p o r t u n it y .  S t r e n g t h e n in g  C o m m u n it ie s .
Ide ntify ing ris k  e a rly  — s o S chola ne t ca n de liv e r re s pons ibly  a t na tiona l s ca le .

S chola ne t T e chnologie s  — R is k  Ma na ge m e nt Fra m e work Pa ge  1 4


