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0 1 E x e c u t i v e  S u m m a r y

S chola ne t T e chnologie s  is  de v e loping a  na tiona l digita l e duca tion e cos y s te m  de s igne d to conne ct le a rne rs ,  pa re nts ,  te a che rs ,  s chools ,
univ e rs itie s ,  colle ge s ,  T V E T  ins titutions ,  gov e rnm e nt,  NG Os ,  donors ,  s chola rs hip prov ide rs ,  e m ploy e rs  a nd othe r e duca tion s ta k e holde rs .

A m a jor com pone nt of the  S chola ne t e cos y s te m  is  the  re s pons ible  colle ction,  m a na ge m e nt,  a na ly s is  a nd us e  of e duca tion-re la te d
inform a tion.  S chola ne t inte nds  to us e  e duca tion da ta  to he lp s ta k e holde rs  unde rs ta nd:

L e a r n e r  lo c a t i o n s S c h o o l  lo c a t i o n s E n r o lm e n t  p a t t e r n s L e a r n e r  m o v e m e n t D r o p o u t  r i s k s E d u c a t i o n  a c c e s s  g a p s T e a c h e r  d i s t r i b u t i o n

S c h o o l  c a p a c i t y S c h o la r s h i p  n e e d s D i g i t a l - le a r n i n g  p a r t i c i p a t i o n S p e c i a l - n e e d s  r e q u i r e m e n t s C a r e e r  &  s k i l l s  n e e d s E d u c a t i o n - s e c t o r  t r e n d s

T he  purpos e  of this  fra m e work  is  to e s ta blis h principle s  a nd controls  for re s pons ible  e duca tion da ta  gov e rna nce .  S chola ne t re cognis e s
tha t e duca tion inform a tion m a y  inc lude  pe rs ona l da ta ,  inc luding inform a tion conce rning childre n.

E d u c a t i o n  d a t a  m u s t  b e  u s e f u l  w i t h o u t  c o m p r o m i s i n g  t h e  p r i v a c y ,  d i g n i t y ,  s a f e t y  o r  r i g h t s  o f  t h e  p e o p l e  r e p r e s e n t e d
b y  t h a t  d a t a .
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0 2 P u r p o s e

T his  fra m e work  e s ta blis he s  how S chola ne t s hould:

C o l l e c t  i n f o r m a t i o n C la s s i f y  i n f o r m a t i o n V a l i d a t e  i n f o r m a t i o n S t o r e  i n f o r m a t i o n A n a ly s e  i n f o r m a t i o n S h a r e  i n f o r m a t i o n

P r o t e c t  i n f o r m a t i o n R e t a i n  i n f o r m a t i o n D e le t e  i n f o r m a t i o n R e s p o n d  t o  d a t a  i n c i d e n t s P r o v i d e  r e s p o n s i b le  a c c e s s  t o  a u t h o r i s e d  s t a k e h o ld e r s

0 3 L e g a l  &  R e g u la t o r y  F o u n d a t i o n

S chola ne t s ha ll de s ign its  da ta  gov e rna nce  progra m m e  with re ga rd to a pplica ble  Uga nda n la ws  a nd re gula tory  re quire m e nts ,  inc luding
the :

D a t a  P r o t e c t i o n  a n d  P r i v a c y  A c t ,  2 0 1 9 D a t a  P r o t e c t i o n  a n d  P r i v a c y  R e g u la t i o n s ,  2 0 2 1

A p p l i c a b le  e le c t r o n i c  t r a n s a c t i o n s  &  c o m m u n i c a t i o n s  r e q u i r e m e n t s A p p l i c a b le  c h i ld - p r o t e c t i o n  &  s a f e g u a r d i n g  r e q u i r e m e n t s

O t h e r  a p p l i c a b le  la w s  &  r e g u la t o r y  r e q u i r e m e n t s

NIT A-U ide ntifie s  the  Da ta  Prote ction a nd Priv a cy  Act,  2 0 1 9  a nd the  s upporting R e gula tions ,  2 0 2 1  a s  the  princ ipa l fra m e work  for prote ction of pe rs ona l da ta  in
Uga nda .

T h i s  d o c u m e n t  i s  a n  o r g a n i s a t i o n a l  f r a m e w o r k  a n d  d o e s  n o t  r e p la c e  p r o f e s s i o n a l  l e g a l  a d v i c e  o r  r e g u la t o r y  a p p r o v a l .
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0 4 C o r e  P r i n c i p le

C O L L E C T  R E S P O N S I B L Y .
P R O T E C T  C A R E F U L L Y .

A N A L Y S E  R E S P O N S I B L Y .
S H A R E  O N L Y  W H E N  JU S T I F I E D .

U S E  D A T A  T O  I M P R O V E  E D U C A T I O N .

0 5 D a t a  G o v e r n a n c e  O b je c t i v e s

S chola ne t a im s  to e ns ure  tha t e duca tion da ta  is :

A c c u r a t e R e le v a n t S e c u r e A c c e s s i b le  t o  a u t h o r i s e d  u s e r s P r o t e c t e d  f r o m  u n a u t h o r i s e d  u s e U s e d  f o r  le g i t i m a t e  p u r p o s e s

A p p r o p r i a t e ly  r e t a i n e d A p p r o p r i a t e ly  d e le t e d  o r  a n o n y m i s e d R e s p o n s i b ly  s h a r e d
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0 6 D a t a  C a t e g o r i e s

S chola ne t m a y  proce s s  diffe re nt ca te gorie s  of inform a tion.

6 . 1  L e a r n e r  I n f o r m a t i o n
Na m e ,  le a rne r ID ,  s chool,  c la s s

E duca tion le v e l,  le a rning progre s s

E nrolm e nt &  tra ns fe r inform a tion

Atte nda nce ,  s chola rs hip s ta tus

Le a rning a ctiv ity ,  ca re e r inte re s ts

0 7  P a r e n t  &  G u a r d i a n  I n f o r m a t i o n
Na m e ,  conta ct inform a tion

R e la tions hip to le a rne r

Account inform a tion

Authoris e d le a rne r-m a na ge m e nt re la tions hips

0 8  T e a c h e r  I n f o r m a t i o n
Na m e ,  profe s s iona l inform a tion

T e a ching s ubje cts ,  ins titution

Qua lifica tions ,  conte nt profile

T e a ching a ctiv ity

Approv e d pa y m e nt inform a tion whe re  a pplica ble

0 9  S c h o o l  I n f o r m a t i o n
Ins titution na m e ,  loca tion,  G PS

C onta ct inform a tion,  owne rs hip ca te gory

E duca tion le v e l,  progra m m e s ,  fa c ilitie s

E nrolm e nt inform a tion

Approv e d ins titutiona l conta cts

Only  inform a tion ne ce s s a ry  for a  de fine d purpos e  s hould be  colle cte d.
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1 0 E d u c a t i o n  I n s t i t u t i o n  D a t a b a s e

S chola ne t m a y  m a inta in a  na tiona l e duca tion ins titution dire ctory  conta ining inform a tion a bout:

S c h o o ls K i n d e r g a r t e n s C o l le g e s U n i v e r s i t i e s T V E T  i n s t i t u t i o n s V o c a t i o n a l  i n s t i t u t i o n s S p e c i a l - n e e d s  i n s t i t u t i o n s

Ins titutiona l inform a tion s hould be  a ppropria te ly  v e rifie d.

1 1 L o c a t i o n  D a t a

S chola ne t m a y  us e  ge ogra phic  inform a tion to s upport:

S c h o o l  d i s c o v e r y S c h o o l  m a p p i n g E d u c a t i o n  p la n n i n g S e r v i c e  c o v e r a g e R u r a l  e d u c a t i o n  a n a ly s i s S c h o la r s h i p  t a r g e t i n g

P r e c i s e  p e r s o n a l  lo c a t i o n  i n f o r m a t i o n  s h o u l d  n o t  b e  p u b l i c ly  e x p o s e d  u n le s s  t h e r e  i s  a n  a p p r o p r i a t e  la w f u l  a n d  ju s t i f i e d  b a s i s .
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1 2 D r o p o u t  D a t a

S chola ne t m a y  de v e lop s y s te m s  for ide ntify ing le a rne rs  who le a v e  s chool,  s top a tte nding,  be com e  dis e nga ge d or e x pe rie nce  ba rrie rs  to
continue d e duca tion.  T he  obje ctiv e  is  not to la be l or s tigm a tis e  le a rne rs .

I D E N T I F Y � S U P P O R T � R E - E N G A G E

1 3 D r o p o u t  R e - e n g a g e m e n t

W he re  a ppropria te ,  S chola ne t m a y  he lp conne ct le a rne rs  with:

S c h o o ls O n l i n e  le s s o n s T u t o r s S c h o la r s h i p s E d u c a t i o n  p r o g r a m m e s V o c a t i o n a l  p a t h w a y s C o m m u n i t y  s u p p o r t

1 4 G i r l s '  E d u c a t i o n  D a t a

S chola ne t m a y  s upport progra m m e s  a ddre s s ing e duca tion inte rruptions  a ffe cting girls ,  inc luding continue d le a rning a nd re -e ntry  pa thwa y s .  S uch
inform a tion m us t be  ha ndle d with he ighte ne d priv a cy  a nd s a fe gua rding cons ide ra tions .

1 5 S p e c i a l - N e e d s  D a t a

Inform a tion re la ting to dis a bility  or s pe cia l e duca tiona l ne e ds  s hould re ce iv e  a ppropria te  prote ction,  lim ite d to a uthoris e d pe rs onne l who re quire  it for
le gitim a te  e duca tiona l or s upport purpos e s .

1 6 C h i l d  D a t a

S chola ne t re cognis e s  tha t m a ny  us e rs  will be  childre n.  C hild da ta  re quire s  a dditiona l s a fe gua rds ,  inc luding a ge -a ppropria te  priv a cy  notice s ,
pa re nta l/gua rdia n controls ,  a cce s s  controls ,  s a fe gua rding proce dure s ,  lim ite d public  e x pos ure ,  s e cure  a uthe ntica tion a nd a ppropria te  re porting
m e cha nis m s .
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1 7 D a t a  M i n i m i s a t i o n

S chola ne t s ha ll s e e k  to colle ct only  inform a tion tha t is  ne ce s s a ry ,
re le v a nt,  proportiona te  a nd conne cte d to a  de fine d purpos e  — a v oiding
colle ction s im ply  be ca us e  it m ight be  us e ful in the  future .

1 8 P u r p o s e  L i m i t a t i o n

Inform a tion colle cte d for one  purpos e  s hould not a utom a tica lly  be  us e d
for a n unre la te d purpos e .  W he re  a  ne w purpos e  a ris e s ,  S chola ne t s hould
a s s e s s  whe the r the  ne w proce s s ing is  la wful a nd a ppropria te .

1 9 D a t a  A c c u r a c y

S chola ne t s ha ll s e e k  to m a inta in a ccura te  a nd up-to-da te  inform a tion.
Us e rs  a nd a uthoris e d ins titutions  s hould ha v e  a ppropria te  m e cha nis m s
to corre ct ina ccura te  inform a tion,  upda te  inform a tion a nd re port e rrors .

2 0 D a t a  V a l i d a t i o n

Ins titutiona l inform a tion m a y  be  v e rifie d through ins titution s ubm is s ions ,
a uthoris e d a dm inis tra tors ,  a pprov e d re cords ,  v e rifica tion proce s s e s  a nd
a uthoris e d gov e rnm e nt or ins titutiona l s ource s .
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2 1 D a t a  O w n e r s h i p  &  C o n t r o l

Da ta  gov e rna nce  a rra nge m e nts  s hould c le a rly  ide ntify :

T h e  d a t a  c o n t r o l le r D a t a  p r o c e s s o r s A u t h o r i s e d  u s e r s D a t a  c u s t o d i a n s S y s t e m  a d m i n i s t r a t o r s

T he  e x a ct le ga l role s  s hould be  docum e nte d for e a ch proce s s ing a ctiv ity .

2 2 D a t a  P r o c e s s o r s

T hird-pa rty  s e rv ice  prov ide rs  tha t proce s s  pe rs ona l da ta  on be ha lf of S chola ne t s hould be  s ubje ct to a ppropria te  contra ctua l a nd s e curity
re quire m e nts .  E x a m ple s  m a y  inc lude :

C l o u d  p r o v i d e r s H o s t i n g  p r o v i d e r s P a y m e n t  p r o v i d e r s C o m m u n i c a t i o n  p r o v i d e r s A n a ly t i c s  p r o v i d e r s T e c h n i c a l  s e r v i c e  p r o v i d e r s

2 3 D a t a  S e c u r i t y

S chola ne t s hould im ple m e nt a ppropria te  te chnica l a nd orga nis a tiona l s a fe gua rds ,  inc luding:

E n c r y p t i o n S e c u r e  a u t h e n t i c a t i o n R o le - b a s e d  a c c e s s A c c e s s  lo g g i n g B a c k u p s V u ln e r a b i l i t y  m a n a g e m e n t S e c u r e  d e v e lo p m e n t

M o n i t o r i n g I n c i d e n t  r e s p o n s e

T he  Da ta  Prote ction a nd Priv a cy  Act re quire s  a ppropria te  re a s ona ble  te chnica l a nd orga nis a tiona l m e a s ure s  to prote ct pe rs ona l da ta .
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2 4 R o le - B a s e d  A c c e s s

Us e rs  s hould only  a cce s s  inform a tion ne ce s s a ry  for the ir  role :

S T U D E N T

�

O w n  a u t h o r i s e d  i n f o r m a t i o n

P A R E N T

�

A u t h o r i s e d  le a r n e r  i n f o r m a t i o n

T E A C H E R

�

A u t h o r i s e d  t e a c h i n g  i n f o r m a t i o n

S C H O O L

�

A u t h o r i s e d  i n s t i t u t i o n a l  i n f o r m a t i o n

N G O

�

A u t h o r i s e d  p r o g r a m m e  i n f o r m a t i o n

D O N O R

�

A p p r o v e d  a g g r e g a t e  i m p a c t  i n f o r m a t i o n

G O V E R N M E N T

�

A u t h o r i s e d  e d u c a t i o n - s e c t o r  i n f o r m a t i o n

S chola ne t T e chnologie s  — E duca tion Da ta  G ov e rna nce  &  Ana ly tics  Fra m e work Pa ge  1 0
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2 5 G o v e r n m e n t  D a t a  A c c e s s

W he re  form a lly  a uthoris e d,  S chola ne t m a y  prov ide  gov e rnm e nt s ta k e holde rs  with e duca tion-s e ctor inform a tion to s upport:

P l a n n i n g B u d g e t i n g P o l i c y  d e v e lo p m e n t R e s o u r c e  a l lo c a t i o n P r o g r a m m e  m o n i t o r i n g E d u c a t i o n  a c c e s s  a n a ly s i s

2 6 G o v e r n m e n t  R e p o r t i n g

Pote ntia l re ports  m a y  inc lude  s chool dis tribution,  e nrolm e nt tre nds ,  te a che r dis tribution,  e duca tion a cce s s ,  dropout tre nds ,  s chola rs hip
ga ps  a nd ge ogra phica l e duca tion ga ps .

R e ports  s hould us e  a ggre ga te d or a ppropria te ly  prote cte d inform a tion whe ne v e r indiv idua l ide ntifica tion is  unne ce s s a ry .

2 7 N G O  D a t a  A c c e s s

Approv e d NG Os  m a y  re ce iv e  inform a tion ne ce s s a ry  for the ir  a uthoris e d
progra m m e s  — e . g.  s chola rs hip progra m m e s ,  girls '  e duca tion
progra m m e s ,  dropout re -e nga ge m e nt,  dis a bility  progra m m e s ,  rura l
e duca tion progra m m e s .

2 8 D o n o r  D a t a  A c c e s s

Donors  s hould ge ne ra lly  re ce iv e  im pa ct inform a tion ra the r tha n
unne ce s s a ry  pe rs ona l inform a tion — le a rne rs  s upporte d,  s chools
s upporte d,  ge ogra phica l cov e ra ge ,  progra m m e  progre s s ,  e x pe nditure
a nd outcom e s .
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2 9 S c h o la r s h i p  D a t a

S chola ne t m a y  m a inta in inform a tion re quire d to ide ntify  s chola rs hip opportunitie s ,  m a tch e ligible  le a rne rs ,  tra ck  a pplica tions  a nd m onitor
s chola rs hip progra m m e s .  S e ns itiv e  inform a tion s hould be  prote cte d.

3 0 D a t a  f o r  E d u c a t i o n  P la n n i n g

S chola ne t a na ly tics  m a y  he lp ide ntify  unde rs e rv e d com m unitie s ,  a re a s  with lim ite d e duca tion a cce s s ,  te a che r s horta ge s ,  s chool ca pa city
ga ps ,  digita l le a rning ga ps  a nd s chola rs hip de m a nd.

3 1 E d u c a t i o n  A n a ly t i c s

L e a r n e r  A n a ly t i c s
E nrolm e nt

Pa rtic ipa tion

R e te ntion

Le a rning e nga ge m e nt

T e a c h e r  A n a ly t i c s
T e a che r pa rtic ipa tion

S ubje cts

C onte nt a ctiv ity

T utoring a ctiv ity

S c h o o l  A n a ly t i c s
E nrolm e nt

Ins titution ca pa city

S e rv ice s

G e ogra phica l dis tribution

N a t i o n a l  A n a ly t i c s
E duca tion a cce s s

Dropout pa tte rns

R e giona l tre nds

E duca tion opportunitie s
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3 2 P u b l i c  S t a t i s t i c s

S chola ne t m a y  publis h s e le cte d a ggre ga te  s ta tis tics  whe re  a ppropria te  — num be r of ins titutions  lis te d,  re gis te re d le a rne rs ,  te a che rs ,
s chola rs hip opportunitie s  a nd e duca tion progra m m e s .

P u b l i c  s t a t i s t i c s  m u s t  n o t  u n n e c e s s a r i l y  e x p o s e  i d e n t i f i a b l e  p e r s o n a l  i n f o r m a t i o n .

3 3 D a t a  A n o n y m i s a t i o n

W he re  indiv idua l ide ntifica tion is  not re quire d,  S chola ne t s hould cons ide r
a nony m is e d or a ggre ga te d inform a tion.

3 4 P s e u d o n y m i s a t i o n

W he re  a ppropria te ,  pe rs ona l ide ntifie rs  m a y  be  s e pa ra te d from
ope ra tiona l da ta s e ts  through te chnica l controls .

3 5 R e s e a r c h  D a t a

S chola ne t m a y  colla bora te  with re s e a rche rs  a nd univ e rs itie s .  R e s e a rch a cce s s  s hould be :

P u r p o s e - s p e c i f i c A u t h o r i s e d D o c u m e n t e d P r i v a c y - c o n s c i o u s
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3 6 D a t a  S h a r i n g  A g r e e m e n t s

W he re  s ignifica nt inform a tion is  s ha re d with a nothe r orga nis a tion,  a n a ppropria te  a gre e m e nt m a y  de fine :

P u r p o s e I n f o r m a t i o n  s h a r e d P e r m i t t e d  u s e S e c u r i t y R e t e n t i o n D e le t i o n C o n f i d e n t i a l i t y I n c i d e n t  r e p o r t i n g R e s p o n s i b i l i t i e s

3 7 I n t e r n a t i o n a l  D a t a  T r a n s f e r s

W he re  pe rs ona l inform a tion is  proce s s e d or s tore d outs ide  Uga nda ,  S chola ne t s hould a s s e s s  a pplica ble  le ga l re quire m e nts  a nd
s a fe gua rds  be fore  the  tra ns fe r.

T he  Da ta  Prote ction a nd Priv a cy  Act s pe cifica lly  a ddre s s e s  proce s s ing or s tora ge  of pe rs ona l da ta  outs ide  Uga nda .

3 8 T h i r d - P a r t y  S e r v i c e s

B e fore  inte gra ting third-pa rty  s y s te m s ,  S chola ne t s hould e v a lua te :

S e c u r i t y P r i v a c y R e l i a b i l i t y C o n t r a c t u a l  p r o t e c t i o n s D a t a  lo c a t i o n A c c e s s  c o n t r o ls B r e a c h  p r o c e d u r e s
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3 9 P a y m e n t  D a t a

Pa y m e nt prov ide rs  s hould proce s s  pa y m e nt inform a tion a ccording to
a pplica ble  re quire m e nts .  S chola ne t s hould a v oid s toring s e ns itiv e
pa y m e nt cre de ntia ls  unne ce s s a rily ,  us ing a ppropria te ly  a uthoris e d
pa y m e nt prov ide rs  whe re  pos s ible .

4 0 D o n a t i o n  D a t a

S chola ne t m a y  m a inta in re cords  s uch a s  donor re fe re nce ,  contribution,
progra m m e ,  da te  a nd tra ns a ction s ta tus .  Public  donor re cognition s hould
re s pe ct donor pre fe re nce s  a nd a pplica ble  priv a cy  re quire m e nts .

4 1 D a t a  R e t e n t i o n

S chola ne t s hould e s ta blis h re te ntion pe riods  ba s e d on:

L e g a l  r e q u i r e m e n t s O p e r a t i o n a l  n e e d s C o n t r a c t u a l  r e q u i r e m e n t s S a f e g u a r d i n g L e g i t i m a t e  p r o g r a m m e  r e q u i r e m e n t s

Pe rs ona l da ta  s hould not be  re ta ine d inde finite ly  without jus tifica tion.

4 2 D a t a  D e l e t i o n

W he n inform a tion is  no longe r re quire d a nd the re  is  no la wful re a s on to
re ta in it,  S chola ne t s hould s e cure ly  de le te ,  de s troy  or a ppropria te ly  de -
ide ntify  it.

4 3 B a c k u p s

B a ck ups  s hould be  s e cure ,  a cce s s -controlle d,  m onitore d,  te s te d a nd
s ubje ct to a ppropria te  re te ntion rule s .
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4 4 D a t a  B r e a c h  M a n a g e m e n t

S chola ne t s hould m a inta in a  form a l inc ide nt-re s pons e  proce s s .  Pote ntia l inc ide nts  inc lude :

U n a u t h o r i s e d  a c c e s s L o s t  i n f o r m a t i o n S t o le n  c r e d e n t i a ls M a lw a r e A c c i d e n t a l  d i s c lo s u r e S y s t e m  c o m p r o m i s e

4 5 I n c i d e n t  R e s p o n s e

D E T E C T

�

C O N T A I N

�

A S S E S S

�

D O C U M E N T

�

N O T I F Y  W H E R E  R E Q U I R E D

�

R E M E D I A T E

�

R E V I E W

�

I M P R O V E  C O N T R O L S
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4 6 P r i v a c y  I m p a c t  A s s e s s m e n t s

B e fore  introducing high-ris k  proce s s ing a ctiv itie s ,  S chola ne t s hould a s s e s s  wha t inform a tion is  colle cte d,  why  it is  colle cte d,  who ca n
a cce s s  it,  pote ntia l r is k s  a nd m itiga tion m e a s ure s .

NIT A-U's  re gula tory  guida nce  ide ntifie s  Priv a cy  Im pa ct As s e s s m e nts  a nd priv a cy -by -de s ign a s  im porta nt com pone nts  of da ta -prote ction gov e rna nce .

4 7 P r i v a c y  b y  D e s i g n

Priv a cy  s hould be  cons ide re d during:

P r o d u c t  d e s i g n D a t a b a s e  d e s i g n A p p l i c a t i o n  d e v e lo p m e n t F e a t u r e  d e v e lo p m e n t A n a ly t i c s I n t e g r a t i o n s D e p lo y m e n t

4 8 P r i v a c y  b y  D e f a u l t

De fa ult s e ttings  s hould fa v our priv a cy ,  for e x a m ple :

M i n i m u m  n e c e s s a r y  p r o f i le  v i s i b i l i t y R e s t r i c t e d  c h i ld  i n f o r m a t i o n L i m i t e d  t h i r d - p a r t y  a c c e s s S e c u r e  a c c o u n t  d e f a u l t s
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4 9 U s e r  R i g h t s

S chola ne t s hould e s ta blis h m e cha nis m s  for us e rs  to e x e rc is e  a pplica ble  r ights  re la ting to the ir  pe rs ona l inform a tion,  inc luding a cce s s ,
corre ction,  de le tion whe re  a pplica ble ,  re s triction,  obje ction a nd porta bility  whe re  a pplica ble .

NIT A-U's  publis he d priv a cy  notice  de s cribe s  the s e  rights  unde r Uga nda 's  da ta -prote ction fra m e work .

5 0 D a t a  S u b je c t  R e q u e s t s

1 R e ce iv ing a  re que s t

2 V e rify ing ide ntity  whe re  ne ce s s a ry

3 As s e s s ing the  re que s t

4 R e s ponding within a pplica ble  re quire m e nts

5 R e cording the  outcom e

5 1 C h i l d  D a t a  R e q u e s t s

R e que s ts  conce rning childre n's  inform a tion s hould be  ha ndle d with
a ppropria te  s a fe gua rding a nd a uthority  che ck s .

5 2 P a r e n t a l  A c c e s s

Pa re nts  or gua rdia ns  m a y  re ce iv e  a cce s s  to le a rne r inform a tion only
whe re  the  re la tions hip a nd a uthority  a re  a ppropria te ly  e s ta blis he d.
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5 3 A c c o u n t  S e c u r i t y

Us e rs  s hould be  e ncoura ge d a nd,  whe re  a ppropria te ,  re quire d to us e  s trong
pa s s words ,  m ulti-fa ctor a uthe ntica tion,  s e cure  re cov e ry  m e cha nis m s  a nd
v e rifie d conta ct inform a tion.

5 4 A d m i n i s t r a t o r  S e c u r i t y

Adm inis tra tiv e  a ccounts  s hould ha v e  e nha nce d controls :  m ulti-fa ctor
a uthe ntica tion,  priv ile ge d a cce s s  m a na ge m e nt,  a udit logs ,  re s tricte d a cce s s
a nd pe riodic  re v ie w.

5 5 A u d i t  L o g g i n g

Im porta nt a ctions  s hould be  logge d whe re  a ppropria te :

L o g i n A c c o u n t  c h a n g e s P e r m i s s i o n  c h a n g e s D a t a  e x p o r t s A d m i n i s t r a t i v e  a c c e s s D a t a  d e le t i o n

5 6 D a t a  E x p o r t s

B ulk  da ta  e x ports  s hould re quire  a ppropria te  a uthoris a tion.  E v e ry  s e ns itiv e
e x port s hould ha v e  a n a uthoris e d purpos e ,  re s pons ible  us e r,  da te ,  de s tina tion
a nd a ppropria te  s e curity .

5 7 P u b l i c  A P I

If S chola ne t e v e ntua lly  prov ide s  APIs ,  a cce s s  s hould be  controlle d through
a uthe ntica tion,  a uthoris a tion,  ra te  lim iting,  m onitoring,  s e cure  k e y s  a nd da ta
m inim is a tion.
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5 8 D a t a  Q u a l i t y

S chola ne t s hould m onitor:

D u p l i c a t e s I n c o m p le t e  r e c o r d s I n c o n s i s t e n t  i n f o r m a t i o n O u t d a t e d  r e c o r d s I n v a l i d  i n s t i t u t i o n a l  i n f o r m a t i o n

5 9 D a t a  Q u a l i t y  D a s h b o a r d

Adm inis tra tors  m a y  m onitor:

C o m p l e t e n e s s A c c u r a c y D u p l i c a t i o n V e r i f i c a t i o n  s t a t u s U p d a t e  f r e q u e n c y

6 0 N a t i o n a l  S c h o o l  D i r e c t o r y

T he  s chool dire ctory  s hould dis tinguis h be twe e n:

V e r i f i e d  i n s t i t u t i o n P e n d i n g  v e r i f i c a t i o n I n a c t i v e  i n s t i t u t i o n D u p l i c a t e  i n s t i t u t i o n I n s t i t u t i o n  r e q u i r i n g  r e v i e w
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6 1 G P S  &  S c h o o l  M a p p i n g

S chool loca tion inform a tion m a y  s upport na v iga tion,  s chool dis cov e ry ,  pla nning a nd ge ogra phic  a na ly s is .

E x a c t  r e s i d e n t i a l  lo c a t i o n s  o f  c h i l d r e n  s h o u l d  n o t  b e  p u b l i c ly  e x p o s e d  m e r e ly  f o r  m a p p i n g  p u r p o s e s .

6 2 E d u c a t i o n  G a p  M a p s

S chola ne t m a y  produce  m a ps  s howing a ggre ga te  ga ps  s uch a s  s chool s horta ge s ,  te a che r s horta ge s ,  digita l-a cce s s  ga ps  a nd s chola rs hip
de m a nd.

6 3 D o n o r  T a r g e t i n g

W he re  la wful a nd a ppropria te ,  a ggre ga te  da ta  m a y  he lp donors  ide ntify  re gions  re quiring s upport,  e duca tion progra m m e s  re quiring
funding,  unde rs e rv e d popula tions  a nd infra s tructure  ne e ds .

6 4 S c h o l a r s h i p  M a t c h i n g

S chola ne t m a y  us e  a uthoris e d inform a tion to m a tch le a rne rs  with s uita ble
s chola rs hip opportunitie s .  Ma tching logic  s hould be  tra ns pa re nt e nough to
ide ntify  a nd corre ct m a te ria l e rrors .

6 5 D r o p o u t  A l e r t s

W he re  the  pla tform  us e s  indica tors  to ide ntify  pos s ible  dropout ris k ,  s uch
indica tors  s hould be  tre a te d a s  s igna ls  re quiring a ppropria te  hum a n re v ie w
ra the r tha n a utom a tic  conclus ions .
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6 6 A I  &  A u t o m a t e d  D e c i s i o n - M a k i n g

If S chola ne t us e s  a rtific ia l inte llige nce  or a utom a te d s y s te m s ,  the  orga nis a tion s hould a s s e s s :

A c c u r a c y B i a s E x p la i n a b i l i t y S e c u r i t y P r i v a c y H u m a n  o v e r s i g h t

A I  s h o u l d  n o t  a u t o m a t i c a l l y  m a k e  h i g h - i m p a c t  d e c i s i o n s  a b o u t  le a r n e r s  w i t h o u t  a p p r o p r i a t e  s a f e g u a r d s .

6 7 R e s p o n s i b le  E d u c a t i o n  A n a ly t i c s

Ana ly tics  s hould be  us e d to:

I d e n t i f y  p r o b le m s I m p r o v e  s e r v i c e s S u p p o r t  p la n n i n g A l lo c a t e  r e s o u r c e s  r e s p o n s i b ly

Ana ly tics  s hould not be  us e d to unfa irly  la be l or s tigm a tis e  le a rne rs .
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6 8 E d u c a t i o n  D a s h b o a r d s

Pote ntia l da s hboa rds ,  e a ch e x pos ing only  a uthoris e d inform a tion:

6 9  G o v e r n m e n t  D a s h b o a r d
Ins titution dis tribution,  e nrolm e nt tre nds ,  dropout tre nds ,  te a che r dis tribution,
e duca tion a cce s s ,  s chola rs hip ga ps .

7 0  N G O  D a s h b o a r d
Progra m m e  be ne fic ia rie s ,  ge ogra phica l cov e ra ge ,  progra m m e  progre s s ,  inte rv e ntion
outcom e s .

7 1  D o n o r  D a s h b o a r d
Funds  contribute d,  progra m m e  s upporte d,  a ggre ga te  be ne fic ia rie s ,  progre s s ,
outcom e s .

7 2  S c h o o l  D a s h b o a r d
Le a rne rs ,  te a che rs ,  a tte nda nce ,  le a rning a ctiv itie s ,  pa re nt com m unica tion,
ins titutiona l ope ra tions .

7 3  T e a c h e r  D a s h b o a r d
C la s s e s ,  le s s ons ,  conte nt,  tutoring,  le a rne r e nga ge m e nt,  e a rnings  whe re  a pplica ble .

7 4  P a r e n t  D a s h b o a r d
Atte nda nce ,  le a rning,  s chool,  com m unica tion,  opportunitie s  for a uthoris e d le a rne rs .

7 5  L e a r n e r  D a s h b o a r d
Age -a ppropria te  le s s ons ,  le a rning m a te ria ls ,  s chool inform a tion,  s chola rs hips ,  ca re e r
guida nce ,  a uthoris e d progre s s  inform a tion.

S c h o la n e t  A d m i n i s t r a t i o n  D a s h b o a r d
Full a uthoris e d te chnica l a nd ope ra tiona l ov e rs ight.
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7 6 D a t a  G o v e r n a n c e  C o m m i t t e e

S chola ne t m a y  e s ta blis h a  Da ta  G ov e rna nce  C om m itte e  re s pons ible  for:

D a t a  p o l i c y P r i v a c y S e c u r i t y D a t a  q u a l i t y A c c e s s  g o v e r n a n c e R i s k  r e v i e w

7 7 D a t a  P r o t e c t i o n  O f f i c e r

W he re  re quire d or a ppropria te ,  S chola ne t s hould a ppoint a  re s pons ible  Da ta  Prote ction Office r or e quiv a le nt priv a cy  le a d,  re s pons ible  for
priv a cy  com plia nce ,  da ta -prote ction a dv ice ,  inc ide nt coordina tion,  da ta -s ubje ct re que s ts ,  s ta ff a wa re ne s s  a nd policy  re v ie w.

7 8 S t a f f  T r a i n i n g

R e le v a nt e m ploy e e s  a nd contra ctors  s hould re ce iv e  tra ining on priv a cy ,
cy be rs e curity ,  confide ntia lity ,  s a fe gua rding a nd re s pons ible  da ta  us e .

7 9 P a r t n e r  T r a i n i n g

Pa rtne rs  re ce iv ing s e ns itiv e  inform a tion m a y  be  re quire d to de m ons tra te
a ppropria te  da ta -prote ction pra ctice s .

8 0 C o n f i d e n t i a l i t y

E m ploy e e s ,  contra ctors  a nd pa rtne rs  s hould prote ct confide ntia l inform a tion a cce s s e d through S chola ne t.
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8 1 D a t a  C la s s i f i c a t i o n

S chola ne t m a y  c la s s ify  inform a tion a s :

P U B L I C
Inform a tion inte ntiona lly  m a de  public .

I N T E R N A L
Inform a tion inte nde d for a uthoris e d S chola ne t pe rs onne l.

C O N F I D E N T I A L
Inform a tion re quiring re s tricte d a cce s s .

H I G H L Y  R E S T R I C T E D
Highly  s e ns itiv e  inform a tion re quiring e nha nce d controls .

8 2 E x a m p le  D a t a  C la s s i f i c a t i o n

I n f o r m a t i o n C la s s i f i c a t i o n

Public  s chool na m e Public

S chool public  conta ct Public

T e a che r public  profile C ontrolle d/Public  whe re  a uthoris e d

Pa re nt conta ct C onfide ntia l

Le a rne r a ca de m ic  re cord Highly  R e s tricte d

Le a rne r s a fe gua rding inform a tion Highly  R e s tricte d

Donor progra m m e  re port C onfide ntia l/Public  whe re  a pprov e d

Aggre ga te  na tiona l s ta tis tics Public  whe re  a pprov e d
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8 3 D a t a  A c c e s s  R e v i e w

Acce s s  priv ile ge s  s hould be  pe riodica lly  re v ie we d.  Us e rs  who no longe r re quire  a cce s s  s hould ha v e  pe rm is s ions  re m ov e d.

8 4 E m p l o y e e  E x i t

W he n e m ploy e e s  or contra ctors  le a v e  S chola ne t:  a ccounts  s hould be  dis a ble d,
a cce s s  s hould be  re v ok e d,  cre de ntia ls  s hould be  re v ie we d,  a nd orga nis a tiona l
e quipm e nt s hould be  re cov e re d whe re  a pplica ble .

8 5 V e n d o r  E x i t

W he n a  third-pa rty  s e rv ice  re la tions hip e nds ,  S chola ne t s hould a ddre s s  da ta
re turn,  da ta  de le tion,  a cce s s  re v oca tion,  cre de ntia l rota tion a nd contra ctua l
obliga tions .

8 6 D a t a  S h a r i n g  P r i n c i p le

B e fore  s ha ring inform a tion,  S chola ne t s hould a s k :

1 W hy  is  it ne e de d?

2 W ho ne e ds  it?

3 W ha t inform a tion is  ne ce s s a ry ?

4 Is  the re  a n a ppropria te  le ga l ba s is ?

5 W ha t s a fe gua rds  e x is t?

6 How long will it be  re ta ine d?
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8 7 P r o h i b i t e d  D a t a  P r a c t i c e s

S chola ne t s hould not k nowingly :

S e l l  l e a r n e r  p e r s o n a l  d a t a  w i t h o u t  la w f u l  a u t h o r i t y E x p o s e  p r i v a t e  le a r n e r  i n f o r m a t i o n  p u b l i c ly P r o v i d e  u n r e s t r i c t e d  a c c e s s  t o  s e n s i t i v e  d a t a b a s e s

U s e  c h i ld r e n ' s  i n f o r m a t i o n  f o r  u n r e la t e d  p u r p o s e s S h a r e  i n f o r m a t i o n  m e r e ly  b e c a u s e  i t  i s  t e c h n i c a l ly  p o s s i b le

8 8 D a t a  f o r  F u n d r a i s i n g

Fundra is ing ca m pa igns  m a y  us e  a ggre ga te  e duca tion ne e ds ,  for e x a m ple :  " A progra m m e  re quire s  s upport for 5 , 0 0 0  le a rne rs  in
unde rs e rv e d com m unitie s . "

Indiv idua l le a rne r inform a tion s hould not be  publis he d unne ce s s a rily .

8 9 D o n o r  T r a n s p a r e n c y  W i t h o u t  P r i v a c y  V i o la t i o n

S chola ne t s hould de m ons tra te  im pa ct without e x pos ing v ulne ra ble  le a rne rs .  T he  pre fe rre d a pproa ch is :

D O N O R � P R O G R A M M E � A G G R E G A T E  I M P A C T � O U T C O M E

ra the r tha n e x pos ing unne ce s s a ry  indiv idua l inform a tion.
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9 0 D a t a  f o r  E d u c a t i o n  P o l i c y

S chola ne t m a y  s upport a uthoris e d s ta k e holde rs  with a ggre ga te  inform a tion us e ful for e duca tion pla nning,  budge ting,  re s ource  a lloca tion,
infra s tructure  pla nning,  te a che r pla nning a nd digita l e duca tion pla nning.

9 1 D a t a  f o r  N G O s

NG Os  m a y  us e  a pprov e d da ta  to ide ntify  progra m m e  a re a s ,  e duca tion ga ps ,
s chola rs hip de m a nd a nd v ulne ra ble  popula tions .

9 2 D a t a  f o r  R e s e a r c h

R e s e a rch colla bora tions  s hould e s ta blis h re s e a rch purpos e ,  da ta s e t,  a cce s s
re s trictions ,  s e curity ,  publica tion re quire m e nts  a nd priv a cy  s a fe gua rds .

9 3 D a t a  f o r  I n n o v a t i o n

W he re  a ppropria te ,  a nony m is e d da ta s e ts  m a y  s upport innov a tion in e duca tion te chnology ,  re s e a rch,  a na ly tics ,  a rtific ia l inte llige nce  a nd
e duca tion pla nning.

9 4 D a t a  E t h i c s

S chola ne t s ha ll s e e k  to e ns ure  tha t da ta -driv e n innov a tion doe s  not unde rm ine :

D i g n i t y E q u a l i t y P r i v a c y S a f e t y E d u c a t i o n a l  o p p o r t u n i t y
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9 5 A c c o u n t a b i l i t y

E v e ry  m a jor da ta -proce s s ing a ctiv ity  s hould ha v e  a  re s pons ible  owne r.

9 6 D a t a  G o v e r n a n c e  R e g i s t e r

S chola ne t s hould m a inta in a  re gis te r conta ining,  whe re  a ppropria te :

P r o c e s s i n g  a c t i v i t y P u r p o s e D a t a  c a t e g o r y U s e r s L e g a l  b a s i s R e t e n t i o n P r o c e s s o r s S a f e g u a r d s

9 7 D a t a  F lo w  M a p p i n g

S chola ne t s hould docum e nt m a jor da ta  flows :

L E A R N E R � S C H O L A N E T � S C H O O L  S E R V I C E S � A U T H O R I S E D  A N A L Y T I C S � A P P R O V E D  S T A K E H O L D E R S

Da ta  flows  inv olv ing third pa rtie s  s hould be  docum e nte d.

9 8 D a t a  P r o t e c t i o n  I m p a c t  R e v i e w

Ne w high-ris k  fe a ture s  s hould unde rgo priv a cy  a nd s e curity  re v ie w be fore  production de ploy m e nt,  for e x a m ple :

B i o m e t r i c  i d e n t i f i c a t i o n L o c a t i o n  t r a c k i n g A u t o m a t e d  le a r n e r  p r o f i l i n g L a r g e - s c a le  d a t a  m a t c h i n g S e n s i t i v e  h e a l t h /d i s a b i l i t y  i n f o r m a t i o n

N e w  e x t e r n a l  i n t e g r a t i o n s
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9 9 S e c u r i t y  T e s t i n g

S chola ne t s hould pe riodica lly  conduct a ppropria te :

V u l n e r a b i l i t y  a s s e s s m e n t s P e n e t r a t i o n  t e s t i n g A c c e s s  r e v i e w s B a c k u p  t e s t i n g I n c i d e n t  s i m u la t i o n s

1 0 0 C o n t i n u o u s  I m p r o v e m e n t

Da ta  gov e rna nce  s hould e v olv e  a s  S chola ne t grows .  T he  controls  re quire d for 1 0 , 0 0 0  u s e r s  m a y  not be  s uffic ie nt for 1 , 5 0 0 , 0 0 0
l e a r n e r s  a n d  4 8 , 0 0 0  i n s t i t u t i o n s .  S chola ne t s hould the re fore  continuous ly  s tre ngthe n:

I n f r a s t r u c t u r e C y b e r s e c u r i t y P r i v a c y G o v e r n a n c e S t a f f i n g M o n i t o r i n g

1 0 1 N a t i o n a l - S c a le  D a t a  P r i n c i p le

At na tiona l s ca le ,  S chola ne t m us t tre a t e duca tion inform a tion a s  a  s tra te gic  re s pons ibility .

T h e  o b je c t i v e  i s  n o t  s i m p l y  t o  p o s s e s s  a  l a r g e  d a t a b a s e .  T h e  o b je c t i v e  i s  t o  b u i l d  a  t r u s t e d  e d u c a t i o n
i n f o r m a t i o n  e c o s y s t e m .
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1 0 2 D a t a  G o v e r n a n c e  M a t u r i t y

S chola ne t m a y  progre s s iv e ly  de v e lop through:

S t a g e  1  — F o u n d a t i o n
B a s ic  priv a cy  controls

S e cure  a ccounts

Da ta  polic ie s

S t a g e  2  — C o n t r o l l e d  G r o w t h
R ole -ba s e d a cce s s

Audit logs

Form a l da ta -s ha ring a gre e m e nts

S t a g e  3  — I n s t i t u t i o n a l  S c a l e
Adv a nce d a na ly tics

G ov e rna nce  com m itte e

Form a l priv a cy  progra m m e

R e gula r a udits

S t a g e  4  — N a t i o n a l  S c a le
Adv a nce d s e curity

High-a v a ila bility  infra s tructure

S ophis tica te d da ta  gov e rna nce

Na tiona l-le v e l re porting

Ma ture  incide nt re s pons e

1 0 3 K e y  P e r f o r m a n c e  I n d i c a t o r s

D a t a  a c c u r a c y D a t a  c o m p le t e n e s s P r i v a c y  i n c i d e n t s S e c u r i t y  i n c i d e n t s D a t a - s u b je c t  r e q u e s t s R e q u e s t - r e s o lu t i o n  t i m e s

U n a u t h o r i s e d  a c c e s s  a t t e m p t s V e r i f i e d  i n s t i t u t i o n s D u p l i c a t e  r e c o r d s O u t d a t e d  r e c o r d s
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1 0 4 A n n u a l  D a t a  G o v e r n a n c e  R e p o r t

S chola ne t m a y  publis h a n a nnua l high-le v e l re port conta ining da ta  gov e rna nce  im prov e m e nts ,  s e curity  im prov e m e nts ,  priv a cy  initia tiv e s ,
a ggre ga te  im pa ct,  m a jor inc ide nts  whe re  a ppropria te ,  a nd future  prioritie s .

1 0 5  – 1 0 9  S t a k e h o l d e r  R e q u i r e m e n t s

1 0 5  P a r t n e r  R e q u i r e m e n t s
Prote ct the  inform a tion

Us e  it only  for a pprov e d purpos e s

Pre v e nt una uthoris e d dis c los ure

R e port inc ide nts

De le te  or re turn inform a tion whe re  re quire d

1 0 6  S c h o o l  R e q u i r e m e n t s
Prov ide  a ccura te  inform a tion

Prote ct a ccount cre de ntia ls

R e s trict a cce s s

R e s pe ct le a rne r priv a cy

R e port s us pe cte d inc ide nts

1 0 7  T e a c h e r  R e q u i r e m e n t s
Prote ct le a rne r inform a tion

Av oid una uthoris e d dis c los ure

Us e  inform a tion only  for le gitim a te  e duca tiona l purpos e s

R e port s us pe cte d a bus e  or s e curity  inc ide nts  through a ppropria te  cha nne ls

1 0 8  P a r e n t  R e s p o n s i b i l i t i e s
Prote ct a ccount cre de ntia ls

Us e  le a rne r inform a tion re s pons ibly

Av oid public ly  s ha ring s e ns itiv e  inform a tion a bout childre n

R e port s us pic ious  a ctiv ity

1 0 9  L e a r n e r  S a f e t y  — Le a rne rs  s hould be  prote cte d from  unne ce s s a ry  e x pos ure ,  ha ra s s m e nt,  e x ploita tion,  ina ppropria te  da ta  s ha ring a nd
una uthoris e d conta ct.
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1 1 0 P u b l i c  P o r t a l  D a t a

T he  public  porta l s hould conta in only  inform a tion inte ntiona lly  de s igna te d for
public  a cce s s  — public  ins titution inform a tion,  a pprov e d pa rtne r inform a tion,
public  progra m m e s ,  s chola rs hip opportunitie s ,  e duca tiona l re s ource s  a nd public
im pa ct s ta tis tics .

1 1 1 P r i v a t e  P o r t a l  D a t a

Priv a te  inform a tion s hould re m a in be hind a uthe ntica te d a cce s s  controls .

1 1 2 D a t a  G o v e r n a n c e  &  T r u s t

S chola ne t's  long-te rm  v a lue  de pe nds  on public  trus t,  de m ons tra te d through:

T r a n s p a r e n t  p o l i c i e s S e c u r e  s y s t e m s R e s p o n s i b le  d a t a  p r a c t i c e s A c c o u n t a b le  p a r t n e r s h i p s A p p r o p r i a t e  u s e r  c o n t r o ls

1 1 3 I m p le m e n t a t i o n  P r i o r i t i e s

B e fore  na tiona l-s ca le  de ploy m e nt,  S chola ne t s hould prioritis e :

1 Da ta  inv e ntory

2 Da ta  c la s s ifica tion

3 Priv a cy  a s s e s s m e nt

4 Acce s s -control a rchite cture

5 S e curity  a rchite cture

6 Da ta  re te ntion s che dule

7 Inc ide nt-re s pons e  pla n

8 Da ta -s ha ring a gre e m e nts

9 Priv a cy  notice s

1 0 S ta ff tra ining

1 1 V e ndor due  dilige nce

1 2 R e gula r s e curity  te s ting
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1 1 4 F u t u r e  D a t a  P la t f o r m

S chola ne t m a y  e v e ntua lly  de v e lop a n inte gra te d:

S C H O L A N E T  E D U C A T I O N  I N T E L L I G E N C E  P L A T F O R M

ca pa ble  of s upporting:

N a t i o n a l  s c h o o l  m a p p i n g E d u c a t i o n  d a s h b o a r d s L e a r n e r  a n a ly t i c s T e a c h e r  a n a ly t i c s S c h o la r s h i p  m a t c h i n g D r o p o u t  i n t e r v e n t i o n

E d u c a t i o n  p la n n i n g D o n o r  r e p o r t i n g N G O  p r o g r a m m e  m a n a g e m e n t

1 1 5 R e s p o n s i b le  N a t i o n a l  I m p a c t

S chola ne t's  obje ctiv e  is  not to re pla ce  gov e rnm e nt e duca tion s y s te m s .  W he re  a ppropria te ,  S chola ne t s hould s e e k  to com ple m e nt e x is ting
s y s te m s  a nd s upport a uthoris e d s ta k e holde rs  through re s pons ible  digita l s e rv ice s  a nd inform a tion.
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1 1 6 G o v e r n a n c e  P r i n c i p le

T he  la rge r S chola ne t be com e s ,  the  s tronge r its  gov e rna nce  m us t be com e .  G rowth s hould ne v e r be  us e d a s  a  jus tifica tion for we a k e ning:

P r i v a c y S e c u r i t y S a f e g u a r d i n g A c c o u n t a b i l i t y

1 1 7 F i n a l  C o m m i t m e n t

S chola ne t T e chnologie s  is  com m itte d to building a n e duca tion e cos y s te m  in which inform a tion is  us e d re s pons ibly  to e x pa nd opportunity .
T he  orga nis a tion's  guiding principle  is :

D A T A  S H O U L D  H E L P  P E O P L E ,  N O T  H A R M  P E O P L E .

1 1 8 D o c u m e n t  S t a t u s

D o c u m e n t E duca tion Da ta  G ov e rna nce ,  Ana ly tics  &  Inform a tion-S ha ring Fra m e work

V e r s i o n 1 . 0

S t a t u s Propos e d / For Orga nis a tiona l R e v ie w

O w n e r S chola ne t T e chnologie s

R e v i e w  C y c le At le a s t a nnua lly  or whe ne v e r s ignifica nt le ga l,  orga nis a tiona l,  te chnologica l or pla tform  cha nge s  occur.

N o t e :  T his  is  a  propos e d da ta  gov e rna nce  a nd a na ly tics  fra m e work  for orga nis a tiona l re v ie w.  Unle s s  e x pre s s ly  ide ntifie d a s  ope ra tiona l or v e rifie d,  s ta te m e nts  re ga rding
s y s te m s ,  controls ,  da s hboa rds  a nd com plia nce  re pre s e nt pla nning inte ntions  ra the r tha n confirm e d or a udite d im ple m e nta tions .  Form a l le ga l a dv ice  s hould be  obta ine d
be fore  production la unch.

C O N N E C T I N G  E D U C A T I O N .  C O N N E C T I N G  O P P O R T U N I T Y .  C O N N E C T I N G  T H E  F U T U R E .
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