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0 1 P u r p o s e  o f  T h i s  F r a m e w o r k

T his  fra m e work  e s ta blis he s  the  principle s ,  controls  a nd re s pons ibilitie s  tha t S chola ne t T e chnologie s  inte nds  to us e  to prote ct pe rs ona l
da ta  proce s s e d through the  S chola ne t e cos y s te m .

S chola ne t is  de s igne d to conne ct le a rne rs ,  pa re nts  a nd gua rdia ns ,  te a che rs ,  s chools ,  univ e rs itie s ,  colle ge s ,  T V E T  a nd V T I ins titutions ,
s pe cia l-ne e ds  e duca tion prov ide rs ,  s chola rs hip prov ide rs ,  NG Os ,  donors ,  gov e rnm e nt s ta k e holde rs ,  bus ine s s e s ,  y outh e ntre pre ne urs  a nd
e duca tion pa rtne rs .

B e ca us e  the  pla tform  m a y  proce s s  inform a tion re la ting to childre n,  fa m ilie s ,  e duca tion,  ins titutions  a nd othe r indiv idua ls ,  priv a cy  a nd
re s pons ible  da ta  gov e rna nce  a re  funda m e nta l re quire m e nts  of the  s y s te m .

0 2 L e g a l  &  R e g u la t o r y  B a s i s

S chola ne t inte nds  to de s ign a nd ope ra te  its  da ta -proce s s ing a ctiv itie s  in a ccorda nce  with a pplica ble  Uga nda n la w a nd re gula tory
re quire m e nts .  T he  principa l fra m e work  inc lude s :

D a t a  P r o t e c t i o n  a n d  P r i v a c y  A c t ,  2 0 1 9  ( A c t  N o .  9  o f  2 0 1 9 ) D a t a  P r o t e c t i o n  a n d  P r i v a c y  R e g u la t i o n s ,  2 0 2 1

N I T A - U  &  P e r s o n a l  D a t a  P r o t e c t i o n  O f f i c e  g u i d a n c e A p p l i c a b le  c y b e r s e c u r i t y ,  e - t r a n s a c t i o n s ,  c h i ld r e n  &  e d u c a t i o n  la w s

T he  Da ta  Prote ction a nd Priv a cy  R e gula tions ,  2 0 2 1  we re  m a de  unde r s e ction 3 9  of the  Act.  S chola ne t s ha ll re v ie w this  fra m e work
pe riodica lly  a s  la ws ,  re gula tions  a nd re gula tory  guida nce  de v e lop.
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0 3 I m p o r t a n t  L e g a l  D i s c la i m e r

T his  docum e nt is  a n orga nis a tiona l fra m e work  a nd is  not a  s ubs titute  for form a l le ga l a dv ice .

B e f o r e  p r o d u c t i o n  la u n c h  a n d  e s p e c i a l l y  b e f o r e  p r o c e s s i n g  la r g e  v o lu m e s  o f  p e r s o n a l  d a t a ,  S c h o la n e t  s h o u ld  o b t a i n
p r o f e s s i o n a l  le g a l  a n d  d a t a - p r o t e c t i o n  a d v i c e  a n d  c o m p le t e  a l l  a p p l i c a b le  r e g i s t r a t i o n ,  c o m p l i a n c e ,  c o n t r a c t u a l  a n d
g o v e r n a n c e  r e q u i r e m e n t s .

T he  orga nis a tion s hould a ls o a s s e s s  whe the r it is  re quire d to re gis te r a s  a  da ta  colle ctor,  da ta  proce s s or a nd/or da ta  controlle r unde r the
a pplica ble  Uga nda n fra m e work .

0 4 D a t a  P r o t e c t i o n  V i s i o n

S chola ne t's  da ta  prote ction v is ion is :

" P R O T E C T  D A T A .  P R O T E C T  P E O P L E .  E N A B L E  T R U S T . "

T e chnology  s hould m a k e  e duca tion m ore  a cce s s ible  without unne ce s s a rily  e x pos ing the  pe ople  who us e  the  s y s te m .

S chola ne t T e chnologie s  — Da ta  G ov e rna nce  &  C hild S a fe gua rding Fra m e work Pa ge  3
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0 5 C o r e  D a t a  P r o t e c t i o n  P r i n c i p le s

S chola ne t s ha ll s e e k  to a pply  the  following principle s :

1 L a w f u ln e s s

2 F a i r n e s s

3 T r a n s p a r e n c y

4 P u r p o s e  l i m i t a t i o n

5 D a t a  m i n i m i s a t i o n

6 A c c u r a c y

7 S t o r a g e  l i m i t a t i o n

8 S e c u r i t y

9 A c c o u n t a b i l i t y

1 0 P r i v a c y  b y  d e s i g n

1 1 P r i v a c y  b y  d e f a u l t

1 2 R e s p o n s i b le  d a t a  s h a r i n g

T he  Act re gula te s  the  colle ction a nd proce s s ing of pe rs ona l inform a tion a nd e s ta blis he s  obliga tions  for da ta  colle ctors ,  da ta  proce s s ors  a nd
da ta  controlle rs .
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0 6 W h a t  I s  P e r s o n a l  D a t a ?

For S chola ne t purpos e s ,  pe rs ona l da ta  m a y  inc lude  inform a tion tha t ide ntifie s  or ca n re a s ona bly  ide ntify  a n indiv idua l.  E x a m ple s  m a y
include :

N a m e T e le p h o n e  n u m b e r E m a i l  a d d r e s s I d e n t i f i c a t i o n  i n f o r m a t i o n D a t e  o f  b i r t h E d u c a t i o n  i n f o r m a t i o n O c c u p a t i o n

S c h o o l  i n f o r m a t i o n L e a r n e r  i n f o r m a t i o n P a r e n t /g u a r d i a n  i n f o r m a t i o n T e a c h e r  i n f o r m a t i o n A c c o u n t  i n f o r m a t i o n P h o t o g r a p h s V i d e o

L o c a t i o n  i n f o r m a t i o n D e v i c e  i n f o r m a t i o n T r a n s a c t i o n  i n f o r m a t i o n C o m m u n i c a t i o n s

T he  Uga nda n Da ta  Prote ction a nd Priv a cy  Act de fine s  pe rs ona l da ta  broa dly ,  inc luding inform a tion re la ting to ide ntity ,  e duca tiona l le v e l,
occupa tion a nd ide ntify ing num be rs  or pa rticula rs .

0 7 S c h o la n e t  D a t a  C a t e g o r i e s

S chola ne t m a y  proce s s  diffe re nt ca te gorie s  of da ta  de pe nding on the  s e rv ice :
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7 . 1  – 7 . 7  D a t a  C a t e g o r i e s

7 . 1  A c c o u n t  D a t a

Na m e

Phone  num be r

E m a il

Us e rna m e

Account cre de ntia ls

7 . 2  E d u c a t i o n  D a t a

Le a rne r ide ntifica tion

Ins titution &  c la s s

Aca de m ic  inform a tion

Atte nda nce  &  pa rtic ipa tion

E duca tion his tory

7 . 3  P a r e n t  D a t a

Pa re nt ide ntity

C onta ct inform a tion

R e la tions hip to le a rne r

Link e d le a rne r a ccounts

7 . 4  T e a c h e r  D a t a

Profe s s iona l inform a tion

Qua lifica tions

T e a ching s ubje cts

Ins titution &  conte nt profile

Pla tform  a ctiv ity

7 . 5  I n s t i t u t i o n  D a t a

Ins titution ide ntity

Loca tion

C onta ct inform a tion

R e gis tra tion inform a tion

Av a ila ble  s e rv ice s

7 . 6  S c h o la r s h i p  D a t a

Applica tions

E ligibility  inform a tion

S upporting docum e nta tion

Applica tion s ta tus

7 . 7  P a y m e n t  D a t a

T ra ns a ction re fe re nce

Pa y m e nt s ta tus

Donor inform a tion whe re  ne ce s s a ry

C ontribution a m ount

P a y m e n t - c a r d  a n d  s e n s i t i v e  f i n a n c i a l  i n f o r m a t i o n  s h o u ld ,  w h e r e  p o s s i b le ,  b e  h a n d le d  b y  a p p r o p r i a t e ly  a u t h o r i s e d  p a y m e n t
p r o v i d e r s  r a t h e r  t h a n  s t o r e d  u n n e c e s s a r i l y  b y  S c h o l a n e t .

S chola ne t T e chnologie s  — Da ta  G ov e rna nce  &  C hild S a fe gua rding Fra m e work Pa ge  6
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0 8 D a t a  M i n i m i s a t i o n

S chola ne t s hould colle ct only  inform a tion re a s ona bly  ne ce s s a ry  for a  de fine d purpos e .  T he  s y s te m  s hould a s k :

" D o  w e  a c t u a l l y  n e e d  t h i s  i n f o r m a t i o n ? "

If the  a ns we r is  no,  the  inform a tion s hould not be  colle cte d m e re ly  be ca us e  it could be  us e ful in the  future .

0 9 P u r p o s e  L i m i t a t i o n

Inform a tion colle cte d for one  purpos e  s hould not a utom a tica lly  be  re us e d for unre la te d purpos e s .  For e x a m ple ,  inform a tion colle cte d to
re gis te r a  le a rne r s hould not a utom a tica lly  be  us e d for:

A d v e r t i s i n g C o m m e r c i a l  p r o f i l i n g U n r e la t e d  m a r k e t i n g S e l l i n g  p e r s o n a l  i n f o r m a t i o n

Any  a dditiona l us e  m us t ha v e  a n a ppropria te  la wful ba s is  a nd com ply  with a pplica ble  re quire m e nts .

1 0 T r a n s p a r e n c y

Us e rs  s hould be  inform e d a bout:

W h a t  i n f o r m a t i o n  i s  c o l le c t e d W h y  i t  i s  c o l le c t e d H o w  i t  i s  u s e d W h o  m a y  r e c e i v e  i t H o w  lo n g  i t  m a y  b e  r e t a i n e d H o w  t o  e x e r c i s e  r i g h t s

H o w  t o  r a i s e  a  c o m p la i n t

Priv a cy  inform a tion s hould be  unde rs ta nda ble  a nd a cce s s ible .

S chola ne t T e chnologie s  — Da ta  G ov e rna nce  &  C hild S a fe gua rding Fra m e work Pa ge  7
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1 1 L a w f u l  P r o c e s s i n g

S chola ne t s ha ll e s ta blis h a nd docum e nt a n a ppropria te  la wful ba s is  for proce s s ing pe rs ona l da ta .  De pe nding on the  a ctiv ity ,  this  m a y
include :

C o n s e n t P e r f o r m a n c e  o f  a  c o n t r a c t L e g a l  o b l i g a t i o n L e g i t i m a t e  i n t e r e s t s  w h e r e  a p p l i c a b le O t h e r  la w f u l  g r o u n d s  u n d e r  U g a n d a n  la w

C o n s e n t  s h o u ld  n o t  b e  t r e a t e d  a s  a  u n i v e r s a l  s o l u t i o n .  T h e  c o r r e c t  le g a l  b a s i s  s h o u ld  b e  a s s e s s e d  f o r  e a c h  p r o c e s s i n g  a c t i v i t y .

1 2 C o n s e n t

W he re  cons e nt is  re lie d upon,  S chola ne t s hould e ns ure  tha t cons e nt is :

I n f o r m e d

T he  pe rs on unde rs ta nds  wha t the y  a re  cons e nting to.

S p e c i f i c

C ons e nt re la te s  to a  c le a rly  de fine d purpos e .

A p p r o p r i a t e ly  R e c o r d e d

E v ide nce  of cons e nt is  re ta ine d a nd tra ce a ble .

F r e e ly  G i v e n  &  W i t h d r a w a b le

G iv e n without undue  pre s s ure  a nd ca pa ble  of withdra wa l whe re  a pplica ble .

Us e rs  s hould not be  force d to prov ide  unne ce s s a ry  pe rs ona l inform a tion a s  a  condition for a cce s s ing unre la te d s e rv ice s .

S chola ne t T e chnologie s  — Da ta  G ov e rna nce  &  C hild S a fe gua rding Fra m e work Pa ge  8
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1 3 C h i ld  D a t a

S chola ne t is  e x pe cte d to s e rv e  childre n a nd the re fore  re quire s  e nha nce d prote ction for childre n's  inform a tion.  C hildre n's  da ta  s hould be
proce s s e d only  for le gitim a te ,  c le a rly  de fine d purpos e s  a nd with a ppropria te  s a fe gua rds .

W he re  pa re nta l or gua rdia n inv olv e m e nt is  re quire d by  a pplica ble  la w or the  na ture  of the  s e rv ice ,  S chola ne t s hould im ple m e nt a ppropria te
m e cha nis m s  for v e rifica tion a nd cons e nt.

1 4 C h i ld  S a f e g u a r d i n g

S chola ne t s ha ll tre a t child s a fe gua rding a s  a  core  pla tform  re quire m e nt.  T he  s y s te m  s hould prote ct childre n from :

E x p l o i t a t i o n A b u s e I n a p p r o p r i a t e  c o n t a c t E x p o s u r e  o f  p r i v a t e  i n f o r m a t i o n H a r m f u l  c o n t e n t U n a u t h o r i s e d  p r o f i l i n g

I n a p p r o p r i a t e  c o m m e r c i a l  a c t i v i t y

S chola ne t T e chnologie s  — Da ta  G ov e rna nce  &  C hild S a fe gua rding Fra m e work Pa ge  9



S C H O L A N E T D A T A  G O V E R N A N C E  &  C H I L D  S A F E G U A R D I N G  F R A M E W O R K  ·  2 0 2 6

1 5 C h i ld r e n ' s  P u b l i c  P r o f i le s

S chola ne t s hould not public ly  e x pos e  unne ce s s a ry  pe rs ona l inform a tion a bout childre n.  Public-fa c ing pa ge s  s hould a v oid dis pla y ing
inform a tion s uch a s :

P r i v a t e  p h o n e  n u m b e r s P r i v a t e  a d d r e s s e s E x a c t  p e r s o n a l  lo c a t i o n s C o n f i d e n t i a l  e d u c a t i o n  r e c o r d s S e n s i t i v e  f a m i ly  i n f o r m a t i o n

S c h o la r s h i p  a p p l i c a t i o n  d e t a i l s

1 6 C h i ld  P h o t o g r a p h s  &  V i d e o s

Im a ge s  a nd v ide os  inv olv ing childre n s hould only  be  colle cte d,  publis he d or s ha re d unde r a ppropria te  polic ie s  a nd la wful pe rm is s ions .
Public  ca m pa igns  s hould a v oid unne ce s s a ry  ide ntifica tion of childre n.

W he re  a ppropria te ,  S chola ne t m a y  us e :

A n o n y m i s e d  s t o r i e s F i r s t  n a m e s  o n ly N o n - i d e n t i f y i n g  p h o t o g r a p h s A g g r e g a t e d  s t a t i s t i c s

S chola ne t T e chnologie s  — Da ta  G ov e rna nce  &  C hild S a fe gua rding Fra m e work Pa ge  1 0
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1 7 S e n s i t i v e  I n f o r m a t i o n

S om e  inform a tion m a y  cre a te  incre a s e d ris k  if im prope rly  dis c los e d.  E x a m ple s  m a y  inc lude :

D i s a b i l i t y  i n f o r m a t i o n H e a l t h - r e la t e d  i n f o r m a t i o n P r e g n a n c y - r e la t e d  i n f o r m a t i o n F a m i ly  c i r c u m s t a n c e s S a f e g u a r d i n g  c a s e s

F i n a n c i a l  h a r d s h i p S c h o la r s h i p  v u ln e r a b i l i t y D i s c i p l i n a r y  i n f o r m a t i o n

S uch inform a tion s hould re ce iv e  e nha nce d a cce s s  controls .

1 8 E d u c a t i o n  D r o p o u t  D a t a

S chola ne t inte nds  to he lp ide ntify  a nd s upport le a rne rs  who m a y  ha v e  inte rrupte d the ir  e duca tion.  T his  da ta  m us t be  ha ndle d ca re fully .
A le a rne r s hould not be  public ly  la be lle d a s  " dropout" ,  " fa ile d" ,  " proble m  le a rne r"  or a nothe r pote ntia lly  ha rm ful la be l.

Inte rna l s y s te m s  s hould us e  re s pe ctful te rm inology  s uch a s :

E d u c a t i o n  i n t e r r u p t i o n R e - e n g a g e m e n t  c a s e S u p p o r t  r e q u i r e d R e f e r r a l  r e q u i r e d

1 9 G i r l s '  E d u c a t i o n  D a t a

Inform a tion re la ting to girls  who e x pe rie nce  e duca tion inte rruption re quire s  he ighte ne d s e ns itiv ity .  S chola ne t s hould not public ly
dis c los e  pe rs ona l c ircum s ta nce s  s uch a s  pre gna ncy ,  fa m ily  c ircum s ta nce s ,  he a lth inform a tion or fina ncia l ha rds hip.

S uch inform a tion s hould only  be  proce s s e d whe n ne ce s s a ry  for le gitim a te  s upport purpos e s  a nd with a ppropria te  s a fe gua rds .

S chola ne t T e chnologie s  — Da ta  G ov e rna nce  &  C hild S a fe gua rding Fra m e work Pa ge  1 1
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2 0 S c h o la r s h i p  D a t a

S chola rs hip inform a tion s hould be  a cce s s ible  only  to a uthoris e d us e rs .  S chola rs hip prov ide rs  s hould re ce iv e  only  the  inform a tion
ne ce s s a ry  for:

E l i g i b i l i t y  a s s e s s m e n t A p p l i c a t i o n  p r o c e s s i n g P r o g r a m m e  a d m i n i s t r a t i o n R e p o r t i n g

2 1 L o c a t i o n  D a t a

S chola ne t m a y  us e  s chool ge ogra phic  inform a tion a nd,  whe re
a ppropria te ly  a uthoris e d,  us e r loca tion inform a tion.  Loca tion da ta
s hould be  ne ce s s a ry ,  purpos e -s pe cific  a nd a ppropria te ly  prote cte d.
E x a ct pe rs ona l loca tion s hould not be  public ly  e x pos e d unne ce s s a rily .

2 2 S c h o o l  L o c a t i o n  D a t a

Public  inform a tion a bout re gis te re d e duca tion ins titutions  m a y  inc lude
ins titution na m e ,  ge ne ra l loca tion,  conta ct de ta ils ,  G PS  loca tion a nd
s e rv ice s  offe re d — dis tinguis he d from  the  priv a te  loca tion of a n
indiv idua l le a rne r or pa re nt.

S chola ne t T e chnologie s  — Da ta  G ov e rna nce  &  C hild S a fe gua rding Fra m e work Pa ge  1 2
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2 3 D a t a  A c c u r a c y

S chola ne t s hould ta k e  re a s ona ble  s te ps  to e ns ure  tha t pe rs ona l inform a tion is  a ccura te ,  com ple te  whe re  ne ce s s a ry  a nd curre nt whe re
re quire d.  Us e rs  s hould ha v e  m e cha nis m s  to re que s t corre ction of ina ccura te  inform a tion.

2 4 U s e r  A c c e s s  R i g h t s

S ubje ct to a pplica ble  la w a nd a ppropria te  v e rifica tion,  us e rs  s hould be  a ble  to re que s t inform a tion a bout pe rs ona l da ta  he ld a bout the m .
S chola ne t s hould e s ta blis h proce dure s  for:

I d e n t i t y  v e r i f i c a t i o n R e q u e s t  s u b m i s s i o n R e s p o n s e C o r r e c t i o n R e s t r i c t i o n  w h e r e  a p p l i c a b le D e le t i o n  w h e r e  le g a l ly  a p p l i c a b le

2 5 R i g h t  t o  R e c t i f i c a t i o n

W he re  pe rs ona l inform a tion is  ina ccura te  or incom ple te ,  us e rs  s hould ha v e  a n a ppropria te  m e cha nis m  to re que s t corre ction.  E x a m ple s
include :

I n c o r r e c t  n a m e I n c o r r e c t  c o n t a c t I n c o r r e c t  s c h o o l I n c o r r e c t  q u a l i f i c a t i o n I n c o r r e c t  p r o f i le  i n f o r m a t i o n
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2 6 R i g h t  t o  E r a s u r e

W he re  le ga lly  a pplica ble ,  us e rs  m a y  re que s t de le tion of pe rs ona l inform a tion.  Howe v e r,  de le tion m a y  not a lwa y s  be  im m e dia te ly
pos s ible  whe re  S chola ne t ha s  a  la wful obliga tion or le gitim a te  re a s on to re ta in ce rta in inform a tion.

T he  s y s te m  s hould dis tinguis h be twe e n:

A c c o u n t  d e le t i o n D a t a  d e le t i o n A n o n y m i s a t i o n R e t e n t i o n  r e q u i r e d  b y  la w R e c o r d s  f o r  le g i t i m a t e  o p e r a t i o n a l  p u r p o s e s

2 7 D a t a  P o r t a b i l i t y

W he re  a pplica ble ,  S chola ne t s hould prov ide  us e rs  with a ppropria te  a cce s s  to the ir  inform a tion in a  s tructure d a nd com m only  us a ble
form a t.

2 8 R i g h t  t o  O b je c t  o r  R e s t r i c t

W he re  a pplica ble ,  us e rs  m a y  ha v e  rights  to obje ct to or re s trict ce rta in form s  of proce s s ing.  S chola ne t s hould e s ta blis h a  proce s s  for
re ce iv ing a nd a s s e s s ing s uch re que s ts .
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2 9 P r i v a c y  b y  D e s i g n

Priv a cy  m us t be  incorpora te d during s y s te m  de v e lopm e nt ra the r tha n a dde d a fte r the  pla tform  is  com ple te d.  E v e ry  ne w m odule  s hould
unde rgo a  priv a cy  re v ie w,  for e x a m ple :

L e a r n e r  r e g i s t r a t i o n P a r e n t  p o r t a l T e a c h e r  S t u d i o S c h o o l  m a n a g e m e n t S c h o la r s h i p s M a r k e t p la c e D o n a t i o n s A n a ly t i c s

G o v e r n m e n t  r e p o r t i n g

3 0 P r i v a c y  b y  D e f a u l t

T he  de fa ult s y s te m  configura tion s hould prov ide  the  highe s t re a s ona ble  le v e l of priv a cy .  E x a m ple s :

P r i v a t e  P r o f i le s

Priv a te  profile s  by  de fa ult for a ll us e rs .

M i n i m u m  V i s i b i l i t y

Minim um  da ta  v is ibility  unle s s  e x plic itly  ne e de d.

R e s t r i c t e d  C h i ld  I n f o r m a t i o n

E nha nce d re s trictions  on childre n's  inform a tion.

R o le - B a s e d  A c c e s s  &  L i m i t e d  S h a r i n g

Acce s s  tie d to role ,  with s ha ring k e pt to a  m inim um .

Us e rs  s hould not ha v e  to unde rs ta nd com plica te d priv a cy  s e ttings  jus t to re m a in re a s ona bly  prote cte d.
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3 1 R o le - B a s e d  A c c e s s

Diffe re nt us e rs  s hould s e e  diffe re nt inform a tion:

L E A R N E R

�

O w n  a u t h o r i s e d  i n f o r m a t i o n

P A R E N T

�

A u t h o r i s e d  l i n k e d  le a r n e r  i n f o r m a t i o n

T E A C H E R

�

A u t h o r i s e d  t e a c h i n g  i n f o r m a t i o n

S C H O O L

�

A u t h o r i s e d  i n s t i t u t i o n a l  i n f o r m a t i o n

N G O

�

A u t h o r i s e d  p r o g r a m m e  i n f o r m a t i o n

D O N O R

�

A g g r e g a t e d  / a u t h o r i s e d  i m p a c t  i n f o r m a t i o n

G O V E R N M E N T  P A R T N E R

�

A u t h o r i s e d  a g g r e g a t e d  o r  a g r e e d  d a t a

S Y S T E M  A D M I N I S T R A T O R

�

C o n t r o l le d  t e c h n i c a l  a c c e s s

N o t e :  T his  is  a  propos e d da ta  gov e rna nce  a nd s a fe gua rding fra m e work .  Unle s s  e x pre s s ly  ide ntifie d a s  ope ra tiona l or v e rifie d,  s ta te m e nts  re ga rding
s y s te m s ,  controls  a nd com plia nce  re pre s e nt pla nning inte ntions  ra the r tha n confirm e d,  a udite d or le ga lly  re v ie we d im ple m e nta tions .  Form a l le ga l a dv ice
s hould be  obta ine d be fore  production la unch.
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