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0 1 P u r p o s e

T his  C hild S a fe gua rding &  Online  S a fe ty  Policy  e s ta blis he s  the  principle s ,  s ta nda rds  a nd proce dure s  tha t S chola ne t T e chnologie s  inte nds
to us e  to prote ct childre n a nd y oung pe ople  who inte ra ct with the  S chola ne t pla tform .

S chola ne t is  inte nde d to s upport:

L e a r n e r s P a r e n t s  &  g u a r d i a n s T e a c h e r s S c h o o ls U n i v e r s i t i e s C o l le g e s T V E T  &  V T I  i n s t i t u t i o n s S p e c i a l - n e e d s  e d u c a t i o n

O n l i n e  le a r n i n g T u t o r i n g S c h o la r s h i p s C a r e e r  g u i d a n c e T e a c h e r  S t u d i o D i g i t a l  e d u c a t i o n a l  c o n t e n t E d u c a t i o n  c o n t i n u i t y

E d u c a t i o n  s u p p o r t  p r o g r a m m e s

B e c a u s e  c h i ld r e n  m a y  u s e  o r  b e n e f i t  f r o m  t h e s e  s e r v i c e s ,  s a f e g u a r d i n g  m u s t  b e  i n c o r p o r a t e d  i n t o  t h e  d e s i g n ,  d e v e lo p m e n t
a n d  o p e r a t i o n  o f  t h e  p l a t f o r m .
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0 2 P o l i c y  S t a t e m e n t

S chola ne t is  com m itte d to cre a ting a n e duca tion e nv ironm e nt in which childre n ca n:

L e a r n C o m m u n i c a t e A c c e s s  e d u c a t i o n a l  r e s o u r c e s D i s c o v e r  o p p o r t u n i t i e s P a r t i c i p a t e  i n  d i g i t a l  e d u c a t i o n

without be ing unne ce s s a rily  e x pos e d to:

A b u s e E x p lo i t a t i o n H a r a s s m e n t B u l ly i n g S e x u a l  e x p lo i t a t i o n I n a p p r o p r i a t e  c o n t e n t I n a p p r o p r i a t e  c o n t a c t F r a u d

M a n i p u la t i o n D i s c r i m i n a t i o n U n n e c e s s a r y  e x p o s u r e  o f  p e r s o n a l  i n f o r m a t i o n

S chola ne t will ta k e  re a s ona ble  a nd proportiona te  m e a s ure s  to pre v e nt,  ide ntify ,  re port a nd re s pond to s a fe gua rding conce rns .

0 3 C h i ld - C e n t r e d  P r i n c i p le

T he  be s t inte re s ts ,  s a fe ty  a nd dignity  of childre n s hould be  ce ntra l to de cis ions  a ffe cting childre n on S chola ne t.

T e c h n o l o g y  s h o u l d  s e r v e  c h i l d r e n .
C h i l d r e n  s h o u l d  n o t  b e  e x p e c t e d  t o  a d a p t  t o  u n s a f e  t e c h n o l o g y .
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0 4 P o l i c y  B a s i s

T his  policy  is  inte nde d to ope ra te  a longs ide :

A p p l i c a b le  U g a n d a n  c h i ld - p r o t e c t i o n  la w s U g a n d a ' s  N a t i o n a l  C h i ld  P o l i c y A p p l i c a b le  e d u c a t i o n - s e c t o r  r e q u i r e m e n t s

D a t a  P r o t e c t i o n  a n d  P r i v a c y  A c t ,  2 0 1 9 D a t a  P r o t e c t i o n  a n d  P r i v a c y  R e g u la t i o n s ,  2 0 2 1 A p p l i c a b le  N I T A - U  g u i d a n c e

S c h o l a n e t ' s  D a t a  G o v e r n a n c e  &  P r i v a c y  F r a m e w o r k S c h o la n e t ' s  T e r m s  o f  S e r v i c e S c h o la n e t ' s  A c c e p t a b le  U s e  P o l i c y

Uga nda 's  Na tiona l C hild Policy  e s ta blis he s  a  na tiona l fra m e work  focus e d on childre n's  s urv iv a l,  de v e lopm e nt,  prote ction a nd pa rtic ipa tion.

0 5 S c o p e

T his  policy  a pplie s  to:

S c h o l a n e t  e m p lo y e e s A d m i n i s t r a t o r s T e a c h e r s T u t o r s C o n t e n t  c r e a t o r s S c h o o ls I n s t i t u t i o n s C o n t r a c t o r s V o lu n t e e r s

P a r t n e r s M o d e r a t o r s S e r v i c e  p r o v i d e r s U s e r s  i n t e r a c t i n g  w i t h  c h i ld r e n  t h r o u g h  a u t h o r i s e d  S c h o la n e t  s e r v i c e s

0 6 W h o  I s  a  C h i ld ?

For purpos e s  of s a fe gua rding,  S chola ne t s ha ll a pply  the  de finition of a  child re quire d unde r a pplica ble  Uga nda n la w.

W he re  unce rta inty  e x is ts ,  S chola ne t s hould a dopt a  prote ctiv e  a pproa ch a ppropria te  to the  c ircum s ta nce s .
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0 7 S a f e g u a r d i n g  P r i n c i p le s

S chola ne t's  s a fe gua rding s y s te m  s ha ll be  ba s e d on:

1 B e s t  i n t e r e s t s  o f  t h e  c h i l d

2 P r e v e n t i o n

3 D o  n o  h a r m

4 R e s p e c t  a n d  d i g n i t y

5 P r i v a c y

6 N o n - d i s c r i m i n a t i o n

7 I n c lu s i o n

8 A c c o u n t a b i l i t y

9 C o n f i d e n t i a l i t y

1 0 S a f e  r e p o r t i n g

1 1 A p p r o p r i a t e  e s c a l a t i o n

1 2 S u r v i v o r - c e n t r e d  r e s p o n s e

0 8 Z e r o  T o le r a n c e  f o r  A b u s e

S C H O L A N E T  W I L L  N O T  K N O W I N G L Y  T O L E R A T E :

C h i ld  s e x u a l  e x p lo i t a t i o n C h i ld  s e x u a l  a b u s e G r o o m i n g E x p lo i t a t i o n P h y s i c a l  a b u s e E m o t i o n a l  a b u s e H a r a s s m e n t T h r e a t s

C o e r c i o n T r a f f i c k i n g E x t o r t i o n  i n v o lv i n g  c h i ld r e n D e l i b e r a t e  e x p o s u r e  t o  h a r m f u l  m a t e r i a l
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0 9 O n l i n e  S a f e t y

S chola ne t re cognis e s  tha t digita l e duca tion cre a te s  s ignifica nt opportunitie s  but a ls o introduce s  ris k s  tha t m us t be  m a na ge d.

NIT A-U's  online -s a fe ty  guida nce  ide ntifie s  r is k s  inc luding online  pre da tors ,  cy be rbully ing,  ina ppropria te  conta ct,  ina ppropria te  conduct,
ina ppropria te  conte nt a nd e x pos ure  or m is us e  of pe rs ona l inform a tion.

S chola ne t s ha ll the re fore  im ple m e nt a ppropria te  online-s a fe ty  controls .

1 0 O n l i n e  P r e d a t o r s

T he  pla tform  s hould ta k e  re a s ona ble  m e a s ure s  to pre v e nt a dults  from  us ing S chola ne t to ta rge t childre n for ina ppropria te  purpos e s .
C ontrols  m a y  inc lude :

I d e n t i t y  v e r i f i c a t i o n R o le - b a s e d  a c c e s s R e p o r t i n g M o d e r a t i o n M o n i t o r i n g R e s t r i c t e d  c o m m u n i c a t i o n A c c o u n t  s u s p e n s i o n

I n v e s t i g a t i o n E s c a la t i o n

1 1 G r o o m i n g

G room ing be ha v iour is  prohibite d.  S chola ne t's  m ode ra tion a nd tra ining m a te ria ls  a ddre s s  re cognis e d be ha v ioura l pa tte rns  a s s ocia te d
with groom ing,  s o tha t s ta ff,  te a che rs  a nd pla tform  s y s te m s  ca n ide ntify  a nd e s ca la te  conce rns  a ppropria te ly .
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1 2 T e a c h e r - L e a r n e r  R e la t i o n s h i p s

T e a che rs  a nd tutors  m us t m a inta in profe s s iona l bounda rie s .  T e a che rs  s hould:

C o m m u n i c a t e  f o r  L e g i t i m a t e  P u r p o s e s

C om m unica te  prim a rily  for le gitim a te  e duca tiona l purpos e s ,  us ing
a uthoris e d com m unica tion cha nne ls .

A v o i d  U n n e c e s s a r y  P r i v a t e  C o n t a c t

Av oid unne ce s s a ry  priv a te  com m unica tion a nd ina ppropria te  re la tions hips .

M a i n t a i n  P r o f e s s i o n a l  C o n d u c t

Av oid s e x ua lis e d com m unica tion in a ny  form .

N e v e r  C r o s s  S a f e g u a r d i n g  L i n e s

Ne v e r re que s t s e x ua l im a ge s ,  or thre a te n or m a nipula te  le a rne rs .

1 3 P r i v a t e  C o m m u n i c a t i o n

Priv a te  com m unica tion inv olv ing childre n s hould be  ca re fully  controlle d.  W he re  the  pla tform  prov ide s  m e s s a ging:

A p p r o p r i a t e  lo g s  m a i n t a i n e d R e p o r t i n g  m e c h a n i s m s  e x i s t H i g h - r i s k  b e h a v i o u r  d e t e c t a b le  w h e r e  a p p r o p r i a t e

A d u l t s  n o t  g i v e n  u n r e s t r i c t e d  a c c e s s  t o  c h i ld r e n

S chola ne t T e chnologie s  — C hild S a fe gua rding &  Online  S a fe ty  Policy Pa ge  7
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1 4 T e a c h e r  S t u d i o

T e a che r S tudio m a y  a llow te a che rs  to cre a te  e duca tiona l conte nt,  publis h le s s ons ,  tutor le a rne rs ,  s e ll e duca tiona l conte nt a nd inte ra ct
with le a rne rs .  T e a che r S tudio m us t ope ra te  unde r s a fe gua rding rule s  — te a che rs  m us t not us e  it to:

S o l i c i t  i n a p p r o p r i a t e  r e la t i o n s h i p s E x p lo i t  le a r n e r s R e q u e s t  p e r s o n a l  i m a g e s C o l le c t  u n n e c e s s a r y  p e r s o n a l  i n f o r m a t i o n

A r r a n g e  u n s a f e  p r i v a t e  m e e t i n g s

1 5 O n l i n e  C la s s e s

Online  c la s s e s  s hould us e  a ppropria te  s a fe gua rds .  W he re  pos s ible :

A p p r o v e d  c h a n n e ls  o n ly V e r i f i e d  t e a c h e r  a c c o u n t s C o n t r o l le d  le a r n e r  p a r t i c i p a t i o n R e p o r t a b le  c h a t T r a n s p a r e n t ,  la w f u l  s e s s i o n  lo g g i n g

1 6 O n l i n e  T u t o r i n g

T utoring s e rv ice s  s hould inc lude :

V e r i f i e d  t u t o r  p r o f i le s  w h e r e  a p p r o p r i a t e P r o f e s s i o n a l  c o n d u c t  r e q u i r e m e n t s C le a r  c o m m u n i c a t i o n  r u le s R e p o r t i n g  m e c h a n i s m s

P a r e n t /g u a r d i a n  c o n t r o ls  w h e r e  a p p r o p r i a t e
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1 7 P a r e n t  I n v o lv e m e n t

Pa re nts  a nd gua rdia ns  s hould be  giv e n a ppropria te  tools  to s upport childre n's  online  le a rning.  Pote ntia l fe a ture s  inc lude :

L e a r n e r  a c t i v i t y  v i s i b i l i t y S c h o o l  c o m m u n i c a t i o n L e a r n i n g  p r o g r e s s C la s s  i n f o r m a t i o n S a f e t y  r e p o r t i n g A c c o u n t  c o n t r o ls

1 8 K i n d e r g a r t e n  &  E a r ly  C h i ld h o o d

Younge r childre n re quire  s tronge r s a fe gua rds .  For e a rly -childhood
s e rv ice s :  pa re nt/gua rdia n inv olv e m e nt s hould be  prioritis e d,
com m unica tion s hould be  controlle d,  public  profile s  re s tricte d,  pe rs ona l
inform a tion m inim is e d,  a nd conte nt a ge  a ppropria te .

1 9 C h i ld r e n  W i t h  S p e c i a l  N e e d s

C hildre n with dis a bilitie s  a nd s pe cia l e duca tiona l ne e ds  m a y  fa ce
a dditiona l v ulne ra bilitie s .  S chola ne t s hould prov ide  a cce s s ible
inte rfa ce s ,  a ppropria te  s upport,  re s pe ctful com m unica tion,  priv a cy ,
prote ction from  dis crim ina tion a nd a ppropria te  s a fe gua rding
m e cha nis m s .
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2 0 C h i ld r e n  E x p e r i e n c i n g  E d u c a t i o n  I n t e r r u p t i o n

S chola ne t m a y  ide ntify  le a rne rs  who ha v e  inte rrupte d e duca tion a nd s e e k  to s upport the ir  re turn to le a rning.  S uch le a rne rs  m us t not be
public ly  la be lle d or s tigm a tis e d.  Us e  re s pe ctful te rm inology  s uch a s :

L e a r n e r  r e q u i r i n g  s u p p o r t E d u c a t i o n  c o n t i n u i t y  c a s e R e - e n g a g e m e n t  o p p o r t u n i t y

2 1 G i r l s  W h o  E x p e r i e n c e  P r e g n a n c y

S chola ne t inte nds  to s upport girls  who e x pe rie nce  pre gna ncy -re la te d e duca tion inte rruption.  T his  m us t be  ha ndle d with pa rticula r
s e ns itiv ity .  T he  pla tform  s hould:

P r o t e c t  c o n f i d e n t i a l i t y A v o i d  p u b l i c  i d e n t i f i c a t i o n P r o v i d e  e d u c a t i o n - c o n t i n u i t y  i n f o r m a t i o n S u p p o r t  a c c e s s  t o  le a r n i n g

F a c i l i t a t e  a p p r o p r i a t e  r e f e r r a ls A v o i d  s t i g m a

S e n s i t i v e  c i r c u m s t a n c e s  s h o u l d  n o t  b e  u s e d  a s  p u b l i c  m a r k e t i n g  m a t e r i a l  w i t h o u t  a p p r o p r i a t e  la w f u l  p e r m i s s i o n .

2 2 S c h o la r s h i p s  f o r  V u ln e r a b le  L e a r n e r s

W he re  S chola ne t conne cts  v ulne ra ble  le a rne rs  with s chola rs hip opportunitie s :

A p p l i c a t i o n s  r e m a i n  c o n f i d e n t i a l I n f o r m a t i o n  s h a r e d  o n ly  w i t h  a u t h o r i s e d  p a r t i e s D o n o r s  r e c e i v e  a g g r e g a t e  i n f o r m a t i o n  w h e r e  p o s s i b le

N o  u n n e c e s s a r y  d i s c lo s u r e  o f  s e n s i t i v e  c i r c u m s t a n c e s

S chola ne t T e chnologie s  — C hild S a fe gua rding &  Online  S a fe ty  Policy Pa ge  1 0
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2 3 C h i ld r e n ' s  P h o t o g r a p h s

Photogra phs  of childre n s hould be  ha ndle d ca re fully .  S chola ne t s hould e s ta blis h a ppropria te  proce dure s  for:

O b t a i n i n g  p e r m i s s i o n  w h e r e  r e q u i r e d S t o r a g e P u b l i c a t i o n W i t h d r a w a l I d e n t i f i c a t i o n D o n o r  c o m m u n i c a t i o n s

2 4 C h i ld r e n ' s  V i d e o s

V ide os  inv olv ing childre n s hould be  s ubje ct to a ppropria te  controls .  C onte nt s hould not e x pos e  childre n to:

H u m i l i a t i o n E x p lo i t a t i o n I n a p p r o p r i a t e  c o m m e n t a r y U n n e c e s s a r y  i d e n t i f i c a t i o n I n a p p r o p r i a t e  c o m m e r c i a l i s a t i o n

2 5 U s e r - G e n e r a t e d  C o n t e n t

S chola ne t m a y  a llow us e rs  a nd te a che rs  to cre a te  conte nt.  Us e r-ge ne ra te d conte nt m us t com ply  with:

C h i l d  p r o t e c t i o n C o p y r i g h t P r i v a c y A c c e p t a b le  u s e A n t i - h a r a s s m e n t A n t i - e x p lo i t a t i o n  r u le s
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2 6 C o n t e n t  P r o h i b i t i o n s

T he  pla tform  m us t prohibit conte nt inv olv ing:

C h i ld  s e x u a l  a b u s e  m a t e r i a l S e x u a l  e x p lo i t a t i o n  o f  c h i ld r e n G r o o m i n g T h r e a t s H a r a s s m e n t B u l ly i n g H a t e - b a s e d  a b u s e

V i o le n t  e x p lo i t a t i o n T r a f f i c k i n g H a r m f u l  e x p lo i t a t i o n F r a u d u le n t  c h i ld - r e la t e d  c a m p a i g n s

2 7 C o n t e n t  M o d e r a t i o n

S chola ne t s hould e s ta blis h a ppropria te  conte nt-m ode ra tion proce dure s .  Mode ra tion m a y  inc lude :

A u t o m a t e d  d e t e c t i o n H u m a n  r e v i e w U s e r  r e p o r t s E s c a la t i o n R e m o v a l A c c o u n t  s u s p e n s i o n

Autom a te d s y s te m s  s hould not be  tre a te d a s  pe rfe ct.
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2 8 R e p o r t i n g  C o n t e n t

Us e rs  s hould be  a ble  to re port:

I n a p p r o p r i a t e  c o n t e n t S u s p i c i o u s  u s e r s B u l ly i n g H a r a s s m e n t E x p lo i t a t i o n I n a p p r o p r i a t e  t e a c h e r  b e h a v i o u r S a f e g u a r d i n g  c o n c e r n s

2 9 S a f e t y  R e p o r t  B u t t o n

T he  public  a nd us e r porta ls  s hould prov ide  a  c le a rly  v is ible :

�
R E P O R T  A  S A F E T Y  C O N C E R N

R e ports  s hould be  route d to a uthoris e d pe rs onne l.

3 0 E m e r g e n c y  R e p o r t i n g

W h e r e  a  r e p o r t  s u g g e s t s  i m m e d i a t e  d a n g e r  t o  a  c h i l d ,  S c h o la n e t  s h o u ld  e n c o u r a g e  o r  f a c i l i t a t e  e s c a la t i o n  t o  a p p r o p r i a t e
e m e r g e n c y ,  c h i ld - p r o t e c t i o n  o r  l a w - e n f o r c e m e n t  c h a n n e ls  a s  r e q u i r e d .
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3 1 R e p o r t i n g  W o r k f lo w

T he  s a fe gua rding work flow s hould be :

R E P O R T

�

A C K N O W L E D G E

�

I N I T I A L  R I S K  A S S E S S M E N T

�

P R O T E C T  C H I L D

�

E S C A L A T E  W H E R E  R E Q U I R E D

�

I N V E S T I G A T E  / R E F E R

�

D O C U M E N T

�

F O L L O W  U P

�

C L O S E  A P P R O P R I A T E L Y

N o t e :  T his  is  a  propos e d child s a fe gua rding a nd online  s a fe ty  policy  for orga nis a tiona l a pprov a l.  Unle s s  e x pre s s ly  ide ntifie d a s  ope ra tiona l or v e rifie d,
s ta te m e nts  re ga rding s y s te m s ,  controls  a nd proce dure s  re pre s e nt pla nning inte ntions  ra the r tha n confirm e d or a udite d im ple m e nta tions .  T his  policy  s hould
be  re v ie we d by  qua lifie d child-s a fe gua rding a nd le ga l profe s s iona ls  be fore  form a l a doption.
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